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CHAPTER 1

Preface

In this chapter:

Typographical Conventions

[T | 0 = T3 T 12

Typographical Conventions

Before you start using this guide, it is important to understand the documentation
conventions used in it.

The following kinds of formatting in the text identify special information.

Formatting conventiol Type of Information

Example

Special Bold

Italics

Monospace

Items you must select, such
as menu options, command
buttons, or items in a list.

Titles of chapters, sections,
and subsections.

Used to emphasize the
importance of a point, to
introduce a term or to
designate a command line
placeholder, which is to be
replaced with a real name or
value.

The names of commands,
files, directories, and domain
names.

Go to the Systemtab.

Read the Basic Administratioohapter.

The system supports the so called
wildcard character search.

The license file is located in the
http://docs/common/licenses

directory.
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Preformatted On-screen computer output #Is T alffiles
in your command-line total 14470
sessions; source code in
XML, C++, or other
programming languages.
Preformatted What you type, contrasted # cd /root/rpms/php
Bold with on-screen computer
output.
CAPITALS Names of keys on the SHIFT, CTRL, ALT
keyboard.
KEY+KEY Key combinations for which CTRL+P, ALT+F4

the user must press and
hold down one key and then
press another.

Feedback

If you have found a mistake in this guide, or if you have suggestions or ideas on how to
improve this guide, please send your feedback using the online form at
http://www.parallels.com/en/support/usersdoc/. Please include in your report the
guided title, chapter and section titles, and the fragment of text in which you have found
an error.



http://www.parallels.com/en/support/usersdoc/

CHAPTER 2

About This Guide

Parallels H-Sphere Reseller guide aims at resellers of hosting services and explains
how to configure and administer Parallels H-Sphere control panel.



CHAPTER 3

Introduction

Parallels H-Sphere is a comprehensive hosting automation system that allows you to
provide a heterogeneous operating system environment to your customers across
multiple servers. It can manage hosting servers located in various data centers.

Parallels H-Sphere can have a multiple server layout, called a cluster. The main server
in the cluster is the actual Parallels H-Sphere Control Panel, a web application with
graphical interface, which centralizes all hosting management tasks, controls all hosting
servers and services, manages users, domains, events, and processes. Through
Parallels H-Sphere web interface, you can configure and manage these and other
subsystems, other servers, user accounts and domains, etc. All system data, such as
billing, domain, and other info, is stored in the Postgres system database. The Control
panel consists of many subsystems, the major of them described below.

In this chapter:
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Step 1. Access Your Reseller ACCOUNt .......coviiiiiiiiiiiicci e 15
Step 2. Create @ DNS ZONE.......ooi it 16
Step 3. Create an Instant Alias Template ..o 16
Step 4. Add SEIVEL AlIBSES.....uuuii it 17
Step 5. Change Temporary CP Alias to Your Own Reseller CP URL ................ 17
Step 6. Configure Mail Notification AddreSSeS.........uuceeviieeiiiiiiiiiiiee e 18
Step 7. Set up Payment SEttNgS........couviiiiiii i 18
Step 8. Create PIaNnS ... 19
Step 9. Create BilliNng PeriOdS...........uuuuuuiiiiiiiiiiiiiiiiiieeeeeeee 20
Step 10. Configure SUPPOIt CENLET .....covviiiiei e 20

Step 11. LoOK @Nd FEEI ......covvieii i 21



Getting Started

This document explains what you need to do in order to set up your hosting system with
minimum required configuration. We presume that your reseller account has been created.

Follow the given instructions step by step to configure your Reseller CP.

Step 1. Access Your Reseller Account

Parallels H-Sphere offers simplified reseller concept which means more convenient way to
work with both the Reseller User account (hereinafter referred to as Reseller Billing) and the
Reseller Master Admin account which is now created automatically once reseller account is
created. Each of the above accounts has its own CP design.

The new approach allows resellers to switch between accounts easily without having to log
out/into accounts as if they worked with one CP. Both Reseller Admin and Reseller Billing
interfaces are provided with respective links (menu items) to switch between reseller billing
account and reseller admin account CP&. They will open in one and the same window.

To switch to Reseller BillingCP: To switch to Reseller AdmigP:
Misc Misc
Select a New SKin Select a New SKin
Change Language Change Language
Home Home
Reseller User Section Reseller Admin Section
Logout Logout

Second way to access Reseller Admin CP is to log into your Reseller Admin CP from
Reseller Billing interface. In this case, however, Reseller Admin CP will open in the new
window.

Admin Section

Enter Admin section EM,I



There® also a third way to access Reseller Admin Section: via Reseller CP URL which can
contain either Reseller CP alias or registered domain name. Enter URL into the address bar
and when the login page is loaded, enter Reseller User (billing account) login and password.
Parallels H-Sphere will send you to the Reseller Admin CP. However, we don@ recommend
doing so for privacy/security reasons. Reseller can have several Admin accounts but only
one Reseller Master Admin Account. According to that, switching between the Reseller Billing
and Reseller Admin is possible only via Reseller Master Admin. Minor Admin accounts cand
find and log into the Master Admin Account, therefore switching panels is security safe.

Step 2. Create a DNS Zone

Now that you have entered the admin account, you need to setup your DNS:

e Go to DNS Manager E. Manager Add DNS Zone

e Enter all necessary information on the page that appears, where:
A Namethe name of your domain without the fiwwwo part.
A Admin email:your e-mail address with 6.6instead of @0

A Allow third level domain hostirgiieck this box to let your customers register domains
like customerdomain.yourdomain.com.

A Master serveand slave 11 eave as is.
e Click Submit

Step 3. Create an Instant Alias Template

The instant alias template is required to generate instant aliases. They provide immediate
access to your customersosites while DNS servers get updated.
U To create an Instant Alias Template in ydmiraaccount control panel:

e Select DNS Managén the E. Managemenu.

e Choose DNS zone and click the Editicon under the Actionfield.

e At the top of the page that shows, click the Add instant aliafink.

In the form that appears, enter fuoor any other letter for prefix and
leave the shared IP tag value as it is. Click Submit

You will now need to go to your domain registrar and create the name
servers that are associated with your domain name. Use the IP
numbers that were assigned to the name servers.



Step 4. Add Server Aliases

If you, as a reseller, don& need your own DNS servers, skip this step.

Server alias is your own name for the parent host. Once you set up the server alias, it will
appear everywhere in place of the real server name. In other words, the parent host will
become totally transparent to the end customers, and you will look to them as a totally
independent hosting provider.

U To add server aliases:
e Select Server Aliases the E. Managemenu.

e Set your server aliases for each host in the Reselle® DNS server aliases
section and click Submit These server aliases must be registered with
your domain name registrar. Note: Name servers and the
corresponding IP& for each of them will show in Reselle DNS server

aliasessection.

e Set your server aliases for each host in the Other resellé& server aliases
section and click Submit These server aliases must be registered with
any registrar. Note: until your name servers are registered by an
accredited registrar, they will never be recognized by servers across
the Internet and none of your reseller domains will work. It usually
takes about 2 to 4 days before these name servers become active
across the Internet.

Step 5. Change Temporary CP Alias to Your
Own Reseller CP URL

Once the system configuration is completed, the reseller CP can be accessed by the instant
reseller CP domain alias.

0 To change this temporary CP alias to your own Rreseller CP URL:

e Switch to Reseller User panel
e Go to Info- > Admin Settingsind change Reseller CP URL

Change Base Reseller CP URL
Ihttp:ﬁ _:j lrlﬁl.rez.example.net + 1 |8080
+

Change ! Reset to default

Reseller CP URL




A Set the protocol: http for regular or https for SSL secured
A Enter the new domain name with cp at the beginning. (e.g.: cp.example.com).

A Leave the the port number as is - it must be the same as that of the parent hosting
company.

e Click Change
As a result, the URL of the control panel will be similar to http://cp.example.com:8080

Step 6. Configure Mail Notification Addresses

U To subscribe your staff to receive copies of ussgienotifications:
e Go to the Settingsmenu - > Notifications > Notification Recipients
e On the page that appears add subscribers to mailing lists you choose.

Step 7. Set up Payment Settings

On this step you can configure Parallels H-Sphere to process credit cards, accept check
payments and perform online web payments for the services you provide.
U To configure credit card processing through Merchant Gateway Manager:

e Go to the Settingsmenu ->Payment Settings> CC Brandsind add necessary
CC brands.

e Go to the Settingsmenu ->Payment &tings-> Merchant Gatewand add
necessary merchant gateway from the drop down menu and click Add

e In the Set Activedrop down box, select this merchant gateway. You can
have only one active merchant gateway at a time.

¢ In the Payment Typdrop down box, select the CC brand you would like to
process with this merchant gateway.

e Click the Activatebutton.
0 To configure Web Payment Processor, like PayPal or 2CheckOut:
¢ Go to the Settingsmenu ->Payment Settings> Merchant Gateway
e Select the payment system from the drop-down menu and click Edit

e Enter your account settings. Once you enter correct settings, the web
payment system will appear in the list as Active

U To configure Processing Check Payments:

e Go to the Settingsmenu ->Payment Settings> Merchant Gaveay.
e Enable Accept Checks



Step 8. Create Plans

Create Hosting Plans

Now that your control panel is configured, you can create hosting plans.

e Go to Plans-> Createand click Selectnext to the plan to start the wizard.
e Enter the name of the plan at the top of the page.

e Select the resources (features) you would like to include in the plan.
Make sure to leave Service Domainnchecked.

¢ In the last section of the wizard, make sure to enter Credit limite.g. 10
and click Nextto proceed.

e Enter prices and free units for each type of resource and click the Create
button at the bottom of the page.

¢ Go to Plans-> Manageand turn this plan ON for signups.

Now your control panel is ready for signing up users. Please read all documentation
before using Parallels H-Sphere as a production system.

Create a System Plan and Account For Your Corporate
Domain

This step is required to host your corporate promotion site with your hosting system.

e Go to Plans-> Createmenu and select a Unix or Windows plan wizard

e On Step 1, set the plan name to Systemand include resources you want
to use with your site.

e Make sure to check Service domaiand in the Settingssection set Billing
Typeto Without billing

e Submit and complete the wizard.

¢ Go to Plans-> Manageand click Accessfor the System plan and make sure
only Adminis checked.

e Go to Signupmenu and create Systemaccount using the Signup Wizard

Note: Your system account is treated as an ordinary end customer account. Youdl be
charged for all resources used in this account.




Step9. Create Billing Periods

Each plan can have several billing periods with different price discounts for each. You cand
delete billing periods, but you can change their duration. For instance, if you create a billing
period for 1 year and you find out you dond need it, you can change it to 3 months.
U To create a billing period for a plan:

¢ Go to Plans-> Manageand click Settingsin the Advancedsection.

e Scroll down to the Payment Intervalsnd click Add

e Specify the duration of the billing period. For instance, to make it 3
months long, select MONTH and enter 3 in the Sizebox.

e Optionally, enter discounts. For instance, if you want to cancel any
setup fee for this billing period, enter 100 in the Setup Discourtield.

e Click Submit This will add the billing period to the list.

Step 10. Configure Support Center

Support Center is the web-based means of providing customer support.

U To configure your Support Center:
e Go to Plans-> Createmenu and choose Administrator Plan Wizard

e Enter TechSupport Admias the name of the plan, check to include
TroubleTicket Admiand Allow assignment of trouble tickaisd submit.

e Go to Plans-> Manageand turn this plan ON for signups.

e Go to Signupmenu, click to sign up for Tech Support Admeind create Tech
Support Admin account using the signup wizard.

e Go to Settings- > Tech Supporand configure your Support Center. It is
required to collect customersée-mails and convert them into trouble
tickets.



Step 11. Look and Feel

Go to Settings-> Look and Feehenu and enter information to all necessary sections. These
settings will affect all your customersocontrol panels.

A Corporate Logos : enter Banner HTML Codier the banner to show up in your users CPs
and the location and sizes of the logos. Click the help [ ? ] icon for details.

A Company Info: enter the company info that will show in customer e-mail notifications and
the address will be used by customers to send checks.

A Default language: choose CP interface language. It can be overridden by individual
customers.

A Regional options: enter preferred currency symbol.The language and the regional settings
will affect all your customersocontrol panels.

A Default CP design: set designs to be available by users and the default design for Users
CPs.



CHAPTER 4

DNS and Hosting

This chapter discusses the configuration steps required for your DNS.

In this chapter:

[N AT F= T = o 1T 23
AdAING DNS ZONES.....coiiiiiiii i e e e e e e e et e e 23
Instant Alias TEMPIALES .......coovviiiiiiiiiiiiee e 25
[N IS =T o o] o LSRR 28
HOSEING YOUr COrPOrate SIte......uuuuiiiiieeiiiieiiiie e e e e e e e e e enaees 32
Adding Domains for Third Level HOStING .........cccoovviiiiiiiiiiiiiiiieeeee 33

Providing Mail Under Service Domain for Third-Level HOStiNg.................uuvveenes 34
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DNS Manager

DNS Manager in the Admin panel is used to create and manage:

A service DNS zones - to host your corporate site and provide third level domain
hosting.

A

instant alias templates - to provide immediate access to usersénewly registered

domains until their domain& DNS hasn& been propagated.

A

Sphere DNS.

DNS records - to manage servers external to Parallels H-Sphere with Parallels H-

It& not intended to work with your user domainsédns.

Adding DNS Zones

You must have at least one DNS zone in your system. Before you start adding a DNS
zone, make sure to have added the DNS servers with Service IPs.

U To adda DNS zone:

e Select DNS Managen the E.Managemenu:

E. Manager | Reports | Lot

SErvers

Update

Background Jobs

3rd Party Tools
Packages

DMNS Manager

Shared 55L Manager
Start Account Move
Started Move Processes
VPS Network Gateways
Cther

Shell Reguest Manager

e Click the Add DNS Zonknk:

DH5 Manager

Hame

demozdZ psoft wehmaster.demoz4 2 psoft

Admin e-mail

Sdd DMNS Fane

Allow hosting  Action

@ !
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e Enter zone name and zone administrator e-mail and choose
whether to allow third level domain hosting in this zone:

Hew DNS zone

MHame Itest.dem-:u.psnft

admin e-mail(sse ot () istesd of commertizl 38 (@) Iadmin.test.demn.psnft +

Allowe third domain level hosting [+

Master server |ns.demn242.psnft =]

Slave 1 server InsE.demDE42.psnft =]
Submit I

A Namethe name of the DNS zone you are going to create. If this domain name is

not yet registered, dond forget to register it with a domain registration company.

A Admin emait the e-mail address of this DNS zone administrator.
A Allow third level domain hostirajlow the creation of lower level domains in this

DNS zone.

A Master/slave serveavailable only for service DNS zones - allows you to choose

and appoint a master and a slave server. The information is backed up every
hour.

e After you submit the form, the new zone appears in the DNS
Manager table:

DHS Manager
Hame Admin e-mail Allow hosting Action
demoZ4 2 psoft webmaster.demo24 2 psoft T |

cest.demo. psoft admin.test.demo.psof (@ < 1

Sdd DS Zone
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e Click the EDIT icon to go to the DNS zone management page.
Here you can add instant alias templates, custom DNS records
and Reseller CP alias to your DNS zone:

Instant aliases for DNS zone test.demo.psoft

Shared IP

Example Hction
tag P

Prefix

&Add instant alias
Reseller Control Panel Aliases for DNS zone test.demo.psoft
&Add reseller cp alias
Custom DHS records for DHS zone test.demo.psoft

Hame TTL Type Data Action

i| record Go |

Instant Alias Templates

Instant Alias Templatase used to generate Instant Aliasegemporary addresses
providing immediate access to usersédomains from the Internet. They are usually

helpful when the DNS servers worldwide are being refreshed and the site is temporarily

unavailable at the regular domain name.

Creating an instant alias template will automatically add one or more A-DNS records to

your service zone. These records resolve all your logical servers.

In this section:

Adding Instant Alias TEMPIALES .....covvuiiiiiieei e 26
Editing Instant AliasS TEMPIALES .........uuuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieeeeeeb b eeeeeeeeeaee 27
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Adding Instant Alias Templates

U To add instant alias:
e Select DNS Managen the E.Managemenu.

e Click the EDIT icon to go to the DNS zone management page. The
following page appears:

Instant aliases for DNS zone test.demo.psoft

Prefix Shat;egd P Example Action

&Add instant alias
Reseller Control Panel Aliases for DNS zone test.demo.psoft
&Add reseller cp alias
Custom DHS records for DHS zone test.demo.psoft

Hame TTL Type Data Action

i| record Go |

e To add an instant alias template, click the Add instant aliaink. This
will open the following form to fill out:

Hew instant alias

Prefix [ +

Shared IP tag 2 =

Submit I

Normally, you are expected to have devoted one IP address for each shared IP
tag. To use a shared IP tag, you need to have it defined for every logical host.

Numbers 10 to 99 are acceptable. The default value of 2 is assigned when the
field is submitted being empty.

e Click Submit You will be taken back to the list of instant aliases
with the new instant alias template added to the list.

Instant aliases for DHS zone test.demo.psoft

Shared IP

Prefix Example Action
tag P

u 2 * UMMMM test dema psoft < o

Add instant alias
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A Prefix instant alias prefix that will appear on the left to the domain part in user®
instant domain alias. Different prefixes should be set if you use different shared
IP tags. Other than that, it is recommended to use one and the same prefix (e.g.
u for all instant alias templates).

A Shared IP tag digital fimarkothat helps separate sites within one plan on one
logical server. All sites located on the same logical host under the same plan are
usually assigned to the same shared IP. This feature allows to give a different
shared IP to a group of sites of, say, explicit nature. This may become
necessary as many corporate firewalls filter sites based on their IP, not the
domain name.

Editing Instant Alias Templates

Once an Instant Alias is created, the system adds all necessary A DNS records to this
DNS zone.

To view these DNS records, cilck the Editbutton near the necessary Instant Aliases:

Created DNS records

Hame TTL Data Controls
*uzitestdemo.psoft g6400 192 168.116.242 i
*UZ¥ testdemo psoft gr400 192 168.116.246 Ii

The upper part of the table lists the existing DNS A records in the selected DNS zone.
To delete DNS records, click the Trashicon.

The lower part of the table appears only when the DNS zone does not contain A
records for some logical servers. It lists these logical servers with their IP&.

To add a logical server to the DNS zone, click the Addbutton. You can add all these
servers to the DNS zone by clicking the Add records to all listed logical serviank at the
bottom of the table.

To delete Instant Alias Template, click the Trashicon next to the corresponding alias.
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DNS Records

Custom DNS records are required to manage non-HSphere servers with Parallels H-
Sphere DNS zone or to configure new logical servers that are added manually.

Depending on the service, you can add:

A Arecords
A MX records
A CNAME records

U To add new custom DNS records:

e In your admin control panel go to the E.Managemenu -> DNS Manager
The following page shows:

DHS Manager
Hame Admin e-mail Allow hosting Action
demoZ4 2 psoft webmaster.demo24 2 psoft |

Jestdemopsoft > admintestdemo psoft 7 < T

Sdd DS Zone

e Click the Editicon near the chosen DNS zone. A page similar to
this will appear:

Instant aliases for DHS zone test.demo.psoft

Prefiz Shatl:gd P Example Action

&dd instant alias
Reseller Control Panel Aliases for DHS zone test.demo.psoft
&dd reseller cp alias
Custom DHS records for DHS zone test.demo.psoft
Name TTL

Type Data Action

ix| record Go |
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e At the bottom of the page that shows, select a DNS record from the
drop-down list and click the Gobutton.

e On the form that shows enter all necessary data and click Submitto
save.

You can add one of the following types of DNS records:

A A recor@ to map domain names and web server IP&.

A MX record$o map domain names and their mail server IP&.
e CNAME record® map aliases with domain names.

In this section:

Yo [0 [T aTo eI U 1S3 (o] g AN =Tt 0] o LS U 29
AddiNg CUSTOM MX TECONUS ... 30
Adding custom CNAME I€COTUS. .....coieieeiee e 30

Adding custom A records

The Address record (A record) gives you the IP address of a domain. That way, users
that try to go to www.example.com will get to the right IP address.

To add a new DNS A record, you need to provide a set of parameters:

Mew custom A& DHS record
$0RIGINM test.demo psoft

MHame TTL Class Type Data
facimin +  [pe400 IN & f111.225544 +
Skt I

A Namethe string appended to the domain name to create a FQDN mapped to the
IP. For example, if your domain name is besthosting.com, entering cp will make
the fully qualified domain name cp.besthosting.com.

A TTL(a Time To Live): seconds to elapse before the record is refreshed in the
provider& DNS cache.

A Datathe IP address that fully qualified domain name will be mapped to. You can
get this IP address with any ping utility.


http://www.example.com/
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Adding custom MX records

A host name can have one or more Mail Exchange (MX) records. These records point
to hosts that accept mail messages on behalf of the host. Adding MX records is similar
to adding A records:

$0RIGIM test.dema psoft
Mame Class Type Data

admin + M B |1III + h’najl.test.demu.psu:uft +

Subrnit I

A Nameyour local domain name. If you leave the Naméfield blank, all mail will be
redirected for the base zone.

A Data the priority of the record and mail domain name (not the 1P) mail will be
forwarded to.
Note: The priority of the custom MX record defines whether your external
servers will act as secondary or primary. For instance, if you set the priority of
the custom MX record higher than 10 (e.g. 11), your external mail server will be
used as secondary. If you set the priority of the custom MX record lower than 10
(e.g. 9), your external mail server will be used as primary. In the latter case, your
mail will be sent to your external mail server until it goes down or becomes
otherwise inaccessible. Then the default mail server will take over.

WARNING: Please pay attention to $ORIGIN when you add an MX record.

Adding custom CNAME records

The Canonical Name (CNAME) record allows a machine or host to be referenced by
more than one name. A CNAME can be used to define an alias host name. You can
also use aliases when a host changes its name.

If you have selected CNAME record, the following page appears:

Mew custom CHAME DHS record

$0RIGIM test.dema psoft
Mame TTL Class Type Drata

piame +  [EE400 N CHAME fdmin test demo psoft +

Subrnit I
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In the case of CNAME records, the values have the same format as in the A record with
the exception of the Datafield. In the Datafield you have to enter the name of the server

to which you are creating the alias record.

WARNING: Please pay attention to $ORIGIN when you add a CNAME record.

The DNS records you create appear on the zone management page:

Custom DMS records for DMS zone test.demo psoft

MHame TTL Class Type Data Action
admin test.demo psoft | 6400 IM & 111.2255.44 ||'
name test.demo psoft 88400 IM  CMAME  admin.test.demo psoft ||'
admin.test.demo psoft I M 10 mail test demo psoft ||'

Adl e I &, x| record  Ga

You cand edit DNS records. To remove unnecessary records, click the Trashicon
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Hosting Your Corporate Site

This document explains how to host your corporate (promotional) web-site at the
service domain (the domain you are offering for third level hosing). For example, if you
are offering third level domains at example.com, such as thirdlevel.example.com or
userdomain.example.com, you need to have your corporate site available at

www.example.com .

U To set up your corporate site:

Step 1. Make sure you have a service DNS zone

e Select DNS Manageén the E.Managemenu.
e |If the DNS zone is not in the list, click Add DNS Zone

e On the page that appears, enter the service domain name and
other values and click Submit

Step 2. Create a service plan

You may already have a service plan in your system. It can also be called &ystem
pland If you dond, do the following:

e Select Createin the Plansmenu:

Plans | Info | Admin User

Create

Manage

Group

Globals

Simplified Plan Wizards
Extra Packages

e Click the Selecticon for Unix plan wizard

Plan creation wizards

Unix plan wizard
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e On the fist step of the Unix Plan Creation Wizaskt the plan name to
Systemor Service

e Check the Includeboxes next to the resources you would like to use
with your site.

e Make sure to check Service domain

e Scroll down to the the Setings section and set Billing Typgo Without
billing

e Click the Nextbutton to go to Step 2.
e Complete the wizard.

Step 3. Disallow signups from outside your admin
account.

After you have created the system plan, you need to make sure that it is not used by
your customers:

e Select Managen the Plansmenu.

e Click Access for the system plan.

e Make sure only Adminis checked.

e Select Managen the Plansmenu.

e Enable the System plarby clicking the ON/OFmbutton.

Step 4. Create a service account

Now you can create an account for your service domain:

e Select the Signupmenu.
e Click Selectnext to the recently created Systemplan.
e Select service plan signup wizard.

e Create service account using the wizard. When prompted the type
of the domain, select Service domain

NOTE: Your service account is treated as an ordinary end customer account. Youdl be
charged for all resources used in this account.

Adding Domains for Third Level Hosting
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Third level domains are created based on second level domains and have same
features as second level domains. Customers can use your service domain to create
third level domains of their own. For instance, if your second level domain is
example.com , your customers can create domains like

illustrative.example.com

Third level domains are registered on your DNS server and need no domain
registration company to be registered.

To add a domain for third level hosting, you need to create a DNS zone (on page 23)
and allow third level hosting in the zone settings.

Third level domain registration will be available for your users only if you allow it in the
plans.

Providing Mail Under Service Domain for
ThirdLevel Hosting

In Parallels H-Sphere it is possible to allow third-level domain hosters to create e-mail
resources under their service domains. l.e., users that host third-level domains
user.domain.com  under service DNS zone domain.com , will be able to create
mailboxes like anything@domain.com  from their user CP.

U To allow thirdevel hosters to create mailboxes under acgedomain:

e Choose Managéan the Plansmenu and check the Third level domain (Malil
Under Host Domainption for a plan:

Third level domain. (Mail Under Host Domain) [« Include

e Choose DNS Managen the Settingsmenu and click the Officon to
enable the Allow creating emails under Service Zopgon for a
particular service domain:

DNS Manager

Allow Allow creating emails

hosting under Service Zone Actan

Name Admin e-mail

test4.psoft  test.test.com )

Then, if you search by domain name in the Searchmenu, affected third-level domains
will have the domain type Thrd level domain (Mail Under Host Domain)



CHAPTER 5

Control Panel Web Interface

This chapter provides you information on Control Panel web interface settings.

In this chapter:

Regional Settings
Images and Icons

INterface LanQUAGE ........coovviiiiiiiiiiiiiiieeeeeeeee ettt
SKINS QN COIOIS ...t

Interface Texts
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Regional Settings

This document explains how to change the default currency settings and date
representation. The defaults are set when you change the default language. Custom
settings are kept until you switch to another default language.

U To set custom regional settings:

e Select Regional Options Look and Feainder the Settingsmenu.

e On the page that appears, enter preferred locale settings:

Locale zettings

Money

Currency symbaol |$

International currency spmbol I 15 Dollar

Decimal Monetary Separator I_ +

Grouping separator I’_ +

Currency pattern *

[ ##0.00; (5 #0.00)  F

Appearance samples $1.234.567.89  [$123.456.78)

* Comments regarding currency pattern:

Time and dates

Shart date

format Ir‘\llll"fd"llBIIBII

b edium

date |MMM d, Wyyy
format

Laong date
format IMI‘VWWI o, yyyy

Full date |EEEE, PRARAN o, yyyy

format

A e fhens oharacters fo soecify (el plscamest Feal grotneimtecmal senarafans s crararmoy sumate sl fne

fakeers froms cutefons falds

& iz a digit with zeroz shown as absent; e.g $.440.08 =123.2
iz a digit with zeroz shown; e $.480.00=123.20

. iz a character that formatz decimal numbers; e.g: $100.11

. Iz a arouping separator, a character that zeparates groups of digitz, usually thouzands, e.g: 1,000

; zeparates pozitive and negative subpatterns
- iz & minuz zign, e.g.; - 40,00 = 1,234,560

H iz a currency sign, replaced by currency symbal. If doubled, replaced by international currency symbal,
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A Currercy symbolused in your country that you want to show in prices, invoices
etc.

A Corresponding International currency symhbwhich is an international string
denoting the local currency.

A Decimal Monetary Separa@character used to format decimal numbers.

A Grouping Separatoa grouping character used to separate thousands, e.g:
100,000,000.
Note: It& commonly used for thousands, but in some countries it separates ten-
thousands.

A Currency patterthat shows how your monetary amount will look like. Refer to
Comments regarding currency patt@Emndetails. For example, the European
currency pattern will look as follows: # ©,##0.00;-# o,##0.00 (in some countries
negative subpatterns are put into brackets: # o,##0.00;(# ©,##0.00)) Another
example for pattern: #,##0.##: for 3456.00 -> 3,456 although #,0#0.00: for
3,456.00 -> 3,456.00.

A Appearance Sampldgsplays monetary amounts the way they will show in the
system after you change the pattern.

A Short, medium, long and full date formats represent dates in your control panel.
This feature is not yet implemented, though reserved for future versions.

Regional optionpage has also information about Day and Time Patterns

Date and Time Patterns

Date and tinme formats are specified by date and time pattern stings. Within date and time pattern stringz, unguoted letters
from '&' to 2" and from 'a' to '2' are interpreted az pattern letters representing the components of a date or time string, Test
can be quoted wzing single quotes ['] to avoid interpretation. "™ representz a zingle quote. All other characters are not
interpreted; they're simply copied into the autput stinig duning farmatting ar matched against the input string during parsing.
The following pattern letters are defined [all other characters from ‘A" to ' and from 'a’ to 'z are reserved):

Letter Date or Time Component Presentation Examples
B Era designator Teut ab

Y 'ear Year 1336; 96

b kanth in year danth July; Jul; OF

1 wheek in year Mumber 27

W Wwheek in manth Murnber 2

] Cray in year Mumber 187

d Day in manth Murmber 10

F Dray of week in month Mumber 2

E Dray in week Teut Tuesday; Tue
a Armfprn marker Test Phd

H Hour in day [0-23] Mumber ]

k Hour in day [1-24] Mumber 24

K, Howr in amfprn [0-171] MHurmber 1]

h Hour in amifprn [1-12] Mumber 12

m binute: in hour Mumber an

g Second in rninute Murnber 55

5 Millizecond Murnber 973

z Tirme zone General time zone Pacific: Standard Time; PST; GMT-08:00

£ Time zone RFC 822 time zone -0800
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Pattern letters are usually repeated, as their number determines the exact
Presentation

A Text For formatting, if the number of pattern letters is 4 or more, the full form is
used. Otherwise a short or abbreviated form is used if available. For parsing,
both forms are accepted, independent of the number of pattern letters.

A Number For formatting, the number of pattern letters is the minimum number of
digits, and shorter numbers are zero-padded to this amount. For parsing, the
number of pattern letters is ignored unless it® needed to separate two adjacent
fields.

A Year:For formatting, if the number of pattern letters is 2, the year is truncated to
2 digits; otherwise it is interpreted as a number.

A Month:If the number of pattern letters is 3 or more, the month is interpreted as
text; otherwise, it is interpreted as a number.

A General time zon&ime zones are interpreted as text if they have names.
A RFC 822 time zorfeor formatting, the RFC 822 4-digit time zone format is used.

e Click Submitand take a look at the values in the Appearance samples
box to see how your changes will affect monetary amounts
throughout the control panel.
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Images and Icons

Here you will learn how to change logo images and icons and control images in your
control panel. These settings will affect control panels of your end users.

Logo Images

Logo images are the images that reflect your corporate identity. To go to the logo
images page, select Corporate Logn Look And Feeinder the Settingsmenu.

Corporate Logo

Control Fanel Agent |D:untru:u| Fanel
Shaow Copyright @
Banner HTHML Code
fiomain comimagesiogo oy Width | ! Heightl
|

Logo Image URL I
* recommended width - 135 pikels, height - B0 pivels.

nain comimagesssignup g idth | ! Height I
|

Signup Image JRL I
* recommended width - 200 pikels, height - 200 pixels.

Login Image URL Jomain comimagesdogin oy width | Heightl
Iif pou feave fhe bovers emply, he cosfem wilf use Haphere defauffs

Fieset I Tane I
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Where:

A ControlPanel Agententer the name you want to see as page title of the Control
Panel interface instead of H-SPHERE.
This feature can be unavailable if you modify login.html, top.html or other service
templates.

A Show Copyrightoggle the button to show/hide the copyright notice in the top left
corner of the window above the logo both in admin and user control panels.

A Banner HTML Cadenter the HTML code for the banner you want to show up both in
admin and your users control panels.

E.g..<a href=  Ohttp://www.dest ination_company.com/cgi - bin/blah -
blah.cgi 0 target= o0blah - bhlah 6> <img
src= ohttp://www.domain.com/images//banner.gif 0 width=468

height=60></a>
Tip: it might be just an image, for example, your logo.

A Logo Image UREnter the URL address of the image to show up in the top left
corner of the window.
E.qg.: http://www.domain.com/images/logo.gif

A Signup Image URenter the URL address of the image to show up in the left top
corner of the windows for plan signup forms.
E.g.: http://www.domain.com/images/signup.gif

A Login Image UREnter the URL address of the image to show up on the logging
page on the right.
E.g.: http://www.domain.com/images/login.gif

Important: Your own custom images added to the Parallels H-Sphere interface can be
lost with the new release update even if you put them into the
/hsphere/local/home/cpanel/shiva/shiva - templates/IMAGES/  directory.
We recommend you to back up your custom images before each Parallels H-Sphere
upgrade.

lconsandControl Images

Icons are the images that take you to certain sections of Parallels H-Sphere interface.
They can be found on the home page of the No Menuskin and on the Quick Accespage
of the Left Menuskin.

Control Images are the images that you click to perform certain actions, for example
Add Edit Delete

U To change default icons and control images:
e Select Design Settinge the Look and Feehenu.

e Ask your parent host to send you the default control panel images.
Create AIMAGESOdirectory and put the received images into it.
Place the directory with the images to a custom location.Replace
the images you want to change. New images must have the same
sizes as the defaults.

e Replace the images you want to change. New images must have
the same sizes as the defaults.
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¢ Go to Look and Feeb Design Settingand click Changeat the bottom of
page.

¢ |In the Base Image Directofield, enter the path to the IMAGES
directory:

Image Base Changing

Baze image directon ar AL .

Change it carefullyl I MI
This must be either a fully qualified URL of your host, for example
http://cp.mydomain.co m:8080/BASE_IMAGE_DIRECTORY/ or a directory
path relative to the CP Web Server Document Root
(/hsphere/local/home/cpanel/shiva/shiva - templates/ ) if your parent

host put your images there.

The path must not include the IMAGES directory. For instance, if your images sit in
http://www.example.com/hsphere/IMAGES/ , enter the path
http://www.example.com/hsphere/ . Image directory path configuration is

explained in the Skin and Icon Set Customization document in Customization
Guide.

If you made a mistake and your images do not show, just clear the Base Image Directory
field, and click Submit The original path will be restored.
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Interface Language

You can set both default system language and admin interface language.

Setting Default System Language

Default language is the language of newly created accounts, including navigation
menu, form and control labels, context help, and system messages. However, every
user can override the default language with one of those available in the user control
panel.

Currently Parallels H-Sphere comes with the following languages: English, Russian,
Italian, French, Spanish, Dutch, German and Portuguese. You can also add new
languages by installing language packages from
http://download.hsphere.parallels.com/downloads/index.html#languages, compiling
new language bundles, or bulding new language packages. See Customization Guide
for the info.

Default language affects the default regional settings. You can set custom currency or
currency pattern, but mind that they will be lost once you change to another language.
U To change the default language:

e Go to Default Language Look and Feainder the Settingsmenu.

e Select language from the drop-down box.

e Click Submitto save changes.

e Proceed to Regional Settings (on page 36) configuration.

Setting Admin Interface Language

Unlike the language described above, which by default is set in all resellerséand userso
cp, the language configured from Admin Usemenu relates only to your admin control
panel, including reseller and user accounts which you access from it.
U To change admin interface language:

e Go to Languagen the Admin Usemenu.

e Select language from the drop-down box.

e Click Submitto save changes.

Important: Now, when you visit accounts of your resellers and end users from your cp
browser, they will appear for you in the language you just set. However, original
language chosen by owners of these accounts will remain unchanged.
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Skins ad Colors

This document explains how to configure default design settings such as skins and
color schemes for admin and usersdcontrol panels. Changing Look& Feel in your admin
control panel will affect all end users in your Parallels H-Sphere system.
U To dange the Look& Feel of the control panel:

e Select Design Settingffom Look and Fealnder the Settingsmenu.

e On the page that appears select the default skin from the Choose
Designbox.

e Click the Modifybutton.
e On the page that appears, change the design settings:

The XPressia Lite Design Settings
Users can choose this design v |

Mew users will get this design as @
default

Choose Another Design IHF‘ressiaLite | Modify |

A Users can choose this desighis option determines whether this design becomes
available to your end users.
If none of the designs is enabled, Parallels H-Sphere sets Left Menu design as
default.

A New users will get this design as defaumiébling this option will change default
design for your end-users and switch it off for all other designs;

A Choose another desigselect another design to modify.

Note:XPressia Lite is specially designed to be used if your browser works slowly
with XPressia.

e Change control panel color and image set in the Color Scheme Setting
section.

Color Scheme Setting
Color Scheme: |><Fressia Lite j Apply |

Image Set: I #Pressia Lite w| et I
Default Icon Set for User | #Prassia Lite j Set |
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Important: You can change the color scheme, image set and icon set for Left
Menu skin, whereas for Text Based and No Menu skins only Icon Set can be

changed.

Color Schemeselect a color scheme and click Apply.

Image Setselect another image set and click Set Image Set standards cand be

customized.

Defaultdon Set for Useselect the icon set that will be default for your end users

and click Set

e Create your own custom color scheme by changing default color

schemes.

Custom Color Settings
Custom Color Settings

o feave M boxes emplly, B sistem Wil dse Browser erbult colors

Text Color I#‘W
Background Color WFFFFFF
Menu Text Color I#‘W
tenu Background Color 1 W
tenu Background Color 2 W
kenu Background Color 3 W
Fenu Background Color 4 W
Error Text Color feFFO000
Important Text Color W
Selected Button Colar [resssse

Fresiew Window |

O
|
O
O
O
|
|
|
=

Header Text Calar

Hint Text Color

Hint Background Color
Logo Background Color
Table Light Strip

Tahle Dark Strip

Border Colar

Link Color

Report Color

fedbooo0
Header Background Colar IW
feonooon
FFFFFF
WCFCFCF

woForeE
pererer
T
WEDFRER

Feszet |

|
O
|
O
O
WFFFFFF O
O
O
|
O

Sane |

Click Preview Windowo see how your settings will effect usersécontrol panel.

Click Resetto return to default color scheme.

Click Saveto save your custom color scheme settings. It will appear in the Color

Schemedrop-down box.

If you dond save Custom Color Settingsd return to one of the four standard, all

your custom configuration will be lost.
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Interface Texts

Here you will learn how to edit interface texts including:

A
A
A

LOGIN TEXT$he texts that show on the Parallels H-Sphere login page
SIGNUP TEXT$he texts that show in the signup wizard
MSCELLANEOUS TEXChecks info, customer support info, and other texts

To edit interface texts, select Look and Feealnder the Settingsmenu.

Login Texts

You can change the following texts displayed on the Parallels H-Sphere login page:

A

A

A

Welome messagehe message on the top of the page. You can enter it in text or
HTML format.

Welcome texthe text under the welcome message also can be entered in text or
HTML format.

Welcome Servicedescribe the services provided by Parallels H-Sphere or enter any
other welcome text.

To change interface login texts, enter your own text into the input box and click Save

Signup Texts

Texts that appear on every page of the signup wizard and describe Parallels H-Sphere
features and benefits. The title of the input box shows as the title of the signup text on
the signup pages. If you leave the boxes empty, the system will use the default
Parallels H-Sphere signup texts. To change signup texts, enter your own text into the
input box and click Save

Miscellaneos Texts

A Customer Support infihows in the tooltip area when an action fails to execute with

an error message written to the log and e-mailed to the support e-mail address.
Also, this text shows in some customer email notifications after the sentence fif you
have any questions, please contact us at:0

Checks Infas very important for check users and if not entered, your check users
wond be able to pay for the resources.

It appears:

- in signup wizard (fSend your checks to9,

- in check invoice notifications,

- in check approaching resources limit notifications, etc.

Privacy Statemeid reserved for future implementation.
Sales Inf@hows on the signup pages.
To change these texts, enter your own text into the input box and click Save



CHAPTER 6

E-Mail Notifications

Parallels H-Sphere provides E-Mail Notifications feature. Please see this chapter for
details.

In this chapter:

Setting E-Mail Notification RECIDIENTS .......uueiiiiiiiiiiicee e 46
Editing E-Mail NOtIfICAtIONS .........euuiiiiiiiiiiiiiiiiiiiiii e 48
Configuring User Notification RUIES ..............uuuiiiiiiiiiiiiiiiiiiiiiiaees 52

Setting EMail Notification Recipients

Parallels H-Sphere allows you to configure e-mail addresses where copies (the BCC:
field) of e-mail natifications - such as, welcome messages to customers upon their
signup, billing letters, confirmations of domain registration - will be sent to. Also, you
can add e-mail addresses to receive copies of trouble tickets and system notifications
about critical errors, etc. Mostly, this option is provided to enable various departments
of your company to track and resolve specific issues.

U To subscribe-enail addresses to receive notification copies:

e Go to the Settingsmenu - > Notifications- > Notification Recipients

e On the page that appears add subscribers to mailing lists you
choose.
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Mail Settings

Action

Misc

Custom Domain Registration

Managing Debtors

Welcome Messages

Tax Exemptions

Domain Registration

Managing Trials

Trouble Ticket System

Accounting

Suspend/Resume

Recipients

Support <support@mycompany.com> |
#] [Remove All]

#] [Remove All]

Sales <sales@mycompany.com> [
#| [Remove All]

Sales <sales@mycompany.com> [
#| [Remove All]

Sales <sales@mycompany.com> [
#] [Remove All]

#] [Remove All]

Support <support@mycompany.com> |
#] [Remove All]

Admins <admins@example.com> [
#] [Remove All]

Sales <sales@mycompany.com> [
#] [Remove All]

Support <support@ example.com> [
#] [Remove All]

System e-mail messages are grouped according to their specific tasks. These
messages are configured in the Settings-> Notifications> E-Mail Notificationsenu.
Please refer to Editing E-Mail Notifications for details.
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Editing EMail Notifications

Master admin and resellers can edit e-mail notifications directly from Parallels H-
Sphere control panel.

In previous versions, system emails were stored ONLY in system e-mail templates and
could be edited only by master admin. Now system emails are stored in the Parallels H-
Sphere database and can be modified in the admin CP for each of interface languages
provided in Parallels H-Sphere.

U To customize system emails in CP:

¢ In the admin interface, choose E-Mail Notificationsinder the Settings
menu:

Settings

Look And Feel

MNetifications E-Mail Motifications
Payment Settings Motification Recipients

Blacklist User Warnings

You will see the list of system e-mail notifications sent from the address entered as
your company information. These notifications are grouped by categories:

E-Hkail Hotifications

Misc Motification Recipients
Lost Password kMessage £H
Crverlimit Motification =
Shell Access Motificaton 2=
Yirtual Private Server Initialization Motification =1
Custom Domain Registration Motification Recipients
async. Manager Canceled Transactions =1
Async. Manager Processed Transactions ==
User Information Changed kessage ==
Custom Domain Registration Request Message ==
Custom Renew Domain Registration Message ==
Managing Debtors Motification Recipients
Celetion Warning ==
Account Deletion =
Suspension Warning Ll
Account Suspension =)

Outstanding Balance Motification ==
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e You can enable or disable sending copies (the BCC: field) of
particular notifications to e-mail addresses in e-mail notification
groups in the Settings>Notification Recipientsenu. Sending copies is
by default enabled for all notifications within a group.

Checkboxes in the CCcolumn to the left of the notification name indicate if sending
BCCs is enabled or disabled. You cannot enable or disable sending BCCs directly
in the list of notifications. To do this, you should open a notification for edition and
check/uncheck this option at the bottom of the page that appears:

Send CC [

Save

After that, the CC indicator will be changed in the list:

[ Lost Password Message

e To edit a custom email message, click on the notification name in
the list or on the Configure icon to the right of the notification
name. You will see the page containing two parts:

1) Previewmessage preview as generated from the message template code:

Welcome Letter

Preview Message

Subject:
New Account: PLAN.DESCRIPTION

Body:
Dear FirstName LastName,

Thank you for choosing Positive Software for your Web hosting needs. We look forward to working
with you to make sure you get the most of your account, and we wish you success with your online
venture.

We have received and processed your payment of 50.00.
This payment covers your setup and domain registration fees, and your first 3
ACCOUNT.PLAN.VALUES._PERIOD_TYPE_ACCOUNT.PERIODIDs.

NOTE: Variable message fields such as user& first and last name or user login are
replaced in Preview by the Parallels H-Sphere intuitively understandable fpseudo
textsa FirstName, LastName, USER.LOGIN, and the like.
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2) Edit Formcontains the subject title and the dynamically generated message
body:

Title

INew Account: ${plan.description}

${toolbox.compose (lang.massmall.welcome header, |
account.ci.firet_names, account.cl.last_name)}
<compress>

<assign u = account.getChild ("unixusexr") >
<assign domain = u.getChild ("domain")=>
ﬁassign cp_url = user.CP_URL>

<if domain=
<assign opensrs=domain.getChild ("opensrs") >

</1f>
<agsign
gize=account.plan.values ["_PERIOD SIZE "+account.pericdId]=
<aggign billviewer = account.getChild("billviewer")=
<if billviewer>
<list billviewer.list () as b><assign
bill=killviewer.view(b.1d)>

=list bill.entries as entry><if entry.type=="5" ||
entry.type=="8"><agsign pald=entry.amount></if></list>
</list>
<fif=>

</compress>
f{toolbox.compose (lang.massmall.welcoms thanks,

gsettings.name) } [}j
4 I
Send the message as I Plain text |

The default message for all languages [+
Send CC [«

Save RﬁWﬂ%mﬁmMﬁl

English Russian{Win-1251) Italian {Win-1252) French Spanish Dutch German Portuguese (Brazil)

Send the message agtting the message® content type, the format in which the
message would be sent (in plain text or in HTML format).

Default mssage for all languagetis allows to make a custom email message
default for those of the languages listed below that have this option ticked. If you
do not want this message to be default for any of the languages, uncheck this
option for that specific language.

Send CCcheck/uncheck this box to enable/disable sending copies (BCC:) of this
particular message to e-mail addresses specified for this notification group in the
Settings>Notification Recipientaenu. This box is checked by default.

On the bottom of the form there is the language panetith all interface languages
available in Parallels H-Sphere. Click to choose the language you wish to modify
the message for.

e Click Saveto apply changes.
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If you change the message code correctly, you will get the note that changes have
been successfully saved (in the Parallels H-Sphere database), and you may see
these changes in the Preview Message

Otherwise, you will receive an error, and changes wona apply:

Failed to apply changes.
Unexpected instruction at line 18

Welcome Letter

Preview Message

Subject:
New Account: PLAN.DESCRIPTION

Body:
Dear FirstName LastName,

IMPORTANT:

1. System email messages are generated from Freemarker code. To correctly
customize the code, you should be familiar with Freemarker commands and with
Parallels H-Sphere advanced customization and resources.

2. There is no need to customize lang texts represented in the code as
${lang.text_name} and set in the bundle files in the
/hsphere/local/lhome/cpanel/shiva//psoft/hsphere/lang/ default bundle
directory or in custom bundles directory. Instead, you could set the text directly for each
interface language here in the given form. For this, please make sure you uncheck the
The default message for all langudg@swhen editing the message for each language.

3. Changes applied to the system emails through the given form are stored in the
system database and do not affect the .txt system email notification templates that are
located in the /hsphere/local/home/cpanel/shiva/shiva -
templates/common/mail . Moreover, you can restorethe hardcoded system
notification from the template by pressing the Restore From Templdiatton at the bottom
of the form.

We don@ recommend customizing the default templates!
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Configuring User Notification Rules

When customers approach their traffic, summary disk usage limit or disk quota, they

get respective e-mail warnings.

U To choose how closely to the limit these warnings will be issued:

e Select User Warningm the Settings-> Notificationsmenu.

e Specify when users will be e-mailed. Choose if the accounts will be

suspended:

Approaching Limit Wamings
Traffic
I™ Disable traffic warning messages
Warn if traffic approaches limit by IE:I]— +
[+ Suspend account if traffic limit is exceeded
Traffic limit suspend percentage IW +
Disk quotas*
[_] Disahle fuota warning messages

Warn if disk quota is used by

?‘
n
+

* Affects web, mail, database and other disk quotas

Summary Disk Usage
[~ Disahle disk Lsage warning messages

Warn if disk usage approaches limit by IEiI:I +
|1

[+ Suspend account if disk usage is exceeded

Disk usage suspend percentage 2o +

Submit |

%

%

%o

%o

%o
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Online Invoices

When creating plans with plan wizards, you choose whether you want Parallels H-
Sphere to e-mail order confirmations to users right after they buy resources. If you
enable sending order confirmations, customers will receive them for every single bill
entry, e.g. overlimit traffic. Order confirmations are sent from the e-mail address
specified in the Look and Feel menu -> Company Info. If this feature is off, customers
will get no order confirmations, even at the end of the billing period.
U To turn sending order confirmations on or off:

e Start a plan edit wizard.

e On the first step scroll down to the Settingssection.

e Check the E-mail order confirmationox.

e Complete the wizard.

After signup, users can change this option in their accounts.

U To turn sending order confirmations ON or OFF for all your customers regardless of
their current settings:

e Select Otherin the E.Managemenu.
e Click ON or OFF in the E-mail order confirmatiorsection:

E-mail order confirmations

Force sending order confirmations for all existing users ...
oM OFF

Forcing sending order confirmations on or off overrides current user settings. However
it doesn@ prevent customers from switching this option back afterwards for their own
accounts.
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dNo ChargaNotifications
You can configure the system to send clients automatic iNo Charges Made for Your
Accountonotifications at the end of each billing period or month. To choose the rule,

select Billing Settingsn the Settingsmenu:

Billing settings

Credit-limit based billing .
Anniversary based billing 3
"Mo charge" Notification Settings

Motify users of current balance at the end of every billing period '
Motify users of current balance at the end of every month 3
Don't send notification &

Submit Query |

For credit limit based billing, customers are notified if their balance does not exceed
credit limit. For anniversary based billing, they are notified if during given billing period
or month there were no billing operations (charges for purchases or exceeded monthly
resource limits).



CHAPTER 7

Control Panel Configuration

This chapter discusses the configuration steps required to set up and manage your
Parallels H-Sphere Control Panel.

In this chapter:
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Company Information

The system holds your company& name, mailing address and other details that are
used across the control panel, including the letters e-mailed to the user. 1t& especially
important for Enom and OpenSRS - incorrect or no info may decline domain
registration.
U To enter your company info:

e Select Company Infin Look and-eelunder the Settingsmenu.

e Enter your corporate details:

Company Info

Cwner first name I_]Dhn +
Owner last name |5mith +
Company ISampIE Company +
Address 1 IF? Sylvan Dr +
Address 2 |

Address 3 |

City faustn +
State ITE::as j
State (if other) | +
Country I United States |
Postal Code |11335 +
Phone &) [+1.12345678910 +
® For Morth America: Examples:

sither NXX-NXX-XXXX/YYYY BO0-234-Le7E (USA)

or +1.ZZZZFZZZTZSYYYY +1.B002345678 (USA alternative)
® For cther countries: +44.2081234567 (UK}
+CCC.ZZZFZZIZZZIYYYY

Fax (optional) &3 | +
e-mail Iemail@e:-:ample_r_nm +

Hostmaster Email

. hostmasterexample.cor
(user.domain.com) I p

Website |

Save |
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A Owne® first and last namenter your name.

A Company, Adress, City, State, Country and Postal&beleyour company& postal
address information.

A Phone, Farnumbers of your company.

A email:Parallels H-Sphere will use this address to send user notifications, mass
mails, etc.

A Hostmaster Hnail:your sysadmin e-mail address. Use a dot fidinstead of A@0oin
the e-mail address.

A Websiteenter your company website if any.
e Click Saveto preserve changes.
Dond forget to configure Misc. Texts as well.

Supported TL®

This document outlines the Top Level Domains (TLD&) supported by domain registrars
in Parallels H-Sphere.

DomairRegistrar TLD

OpenSRS .com, .net, .org, .name, .info, .biz, .ca, .tv, .us, .co.uk, .de

Enom .com, .net, .org, .us, .info, .biz, .tv, .ws, .nu, .bz, .cc, .ca, .cn, .com.cn,
.net.cn, .org.cn, .br.com, .cn.com, .de.com, .eu.com, .hu.com, .no.com,
.gc.com, .ru.com, .sa.com, .se.com, .uk.com, .us.com, .uy.com, .za.com,
.de, .in, .jp, .uk.net, .se.net, .tw, .co.uk, .org.uk

OnlineNIC .com, .net, .org, .biz, .info, .us

RRPproxy .com, .net, .org, .info, .biz, .ws, .cc, .bz, .nu, .ag, .tv, .us, .fm, .name, .la,
.cn, .1k, .tc, .vg, .ms, .gs, .pl, .jp, .sg, .tw, .ac, .am, .be

Ascionic .co.hu, .co.pn, .com.my, .com.pa, .com.pe, .de, .dk, .hu, .in, .pn, .tm
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Provide&s Shared SSL

This document explains how to enable your parent host® shared SSL for use by your
end users.

e Select Shared SSL Managerthe E.Managemenu:

DNS Manager
Server Aliases
Shared S5L Manager
CP S5L Manager
Other

That will list all your DNS zones that you can provide secure hosting on:
Shared SSL Manager

Shared
MName Admin e-mail SSL
support

DMNS zones with SSL support inherited from main reseller's account

Your own service DNS zones

dormainl.com webmaster.domainl.com G |

dormain2.com webmaster.domain2.com @

e Turn on Shared SSL suppdidr the secure DNS zone offered by your
parent host.
Now if your end users enable shared SSL on their third-level
domains registered on your main DNS zone, they will get
additional access to their domains through https protocol on your
parent host dedicated dns zone.
EG.
http://domain.your_dns_zone.com
after enabling shared SSL will be accessed at
https://domain.inherited_secured_dns_zone.com
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Shared SSL Certificates Installation

Shared SSL certificates, also known as wildcard or server-wide certificates, are used to
service multiple third level domains.

Thawte determines a wildcard certificate as fa single certificate, with a wildcard
character in the domain name field. This allows the certificate to secure multiple hosts
within the same domain. For example, a certificate for é*.domain.com ¢ could be used
for www.domain.com, wwwl1.domain.com, www2.domain.com, in fact, any host in the
domain.com domain. When a client checks the host name in this certificate it uses a
shell expansion procedure to see if it matches.o

According to VeriSign, a shared SSL certificate fenables Internet Service Providers
(ISPs) to provide SSL (Secure Sockets Layer) encryption and business authentication
to Web business customers, but without the need to issue unique digital certificates to
each hosted customer. The service offers ISPs the convenience and streamlined
management of a single specially licensed SSL digital certificate to share among
multiple hosted web sitesa

Shared SSL certificates work only within one domain level. For example, if you get a
domain name for *.domain.com, it will work for www.domain.com and
subdomain.domain.com. But it won& work for www.subdomain.domain.com or
http://domain.com, and visitors6browsers will show a warning message: iThe name on
the security certificate does not match the name of the sitea

Parallels H-Sphere Shared SSL is based on shared IPs and wildcard SSL certificates
and is bound to a particular service DNS zone. Since different servers use different
shared IPs, Shared SSL is associated with a certain shared IP tag, which identifies
these IPs on each server. When you install a wildcard certificate, it is set up on all web
servers. Just make sure that shared IPs on the web servers have the same shared IP
tag.

Wildcard certificates can be purchased, for instance, at Comodo Ca.

The cost of a shared SSL certificate usually depends on the number of subdomains
that it covers and varies depending on the certificate authority.

Important: when obtaining SSL certificate, make sure it is generated for Apache
regardless of whether you inted to install it on windows or unix box.

U Toinstall a shared SSL certificate:
e Select Shared SSL Manager in the E.Manager menu:

DMNS Manager
Server Aliases
Shared 55L Manager
CP S5L Manager
Other
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That will list all your DNS zones that you can provide secure hosting on:
Shared SSL Manager

Shared
MName Admin e-mail SSL

support
DNS zones with S5L support inherited from main reseller's account

Your own service DNS zones

dormainl.com webmaster.domainl.com

dormain2.com webmaster.domain2.com 57 |

e Turn on Shared SSL suppdidr your own DNS zone to install a shared
SSL certificate on your own DNS zone following the wizard (see

below). If you see your parent host® DNS zone, you may also
enable shared SSL on it for use by your end customers.

Shared SSL installation wizard

e The window that appears on enabling Shared SSL support for your
own service DNS zone will give you two options:

MNMew SS5L Support

Generate a temporary S5L certificate and certificate request
Shared IP Tag 2 v|

SSL Server Private Key

SS5L Certificate

Submit I
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A Generate a temporary wildcard certificate by clicking the link at the top of the
window;

A Enter your existent wildcard certificate by entering it in the form. When you click
the Submitbutton, the certificate will be installed.

If you have created a temporary wildcard certificate, you can request a permanent
wildcard certificate in the future from a trusted certificate authority. To install the
SSL certificate, click the Editicon next to the domain name and enter the certificate
key and certificate file. Then click the Uploadbutton.

Edit S5L

Dommin twriters.psoft

name

Shared IP
2

Tag
List of web-servers with certificate pair:
web techwriters.psoft
web . twriters.psoft
pasqltwriters. psoft
Certificate File:

Install

Certificate

based on

previously

generated

Certificate

request

Upload |

Sometimes, you may have to use a Certificate Authority File provided with the
Certificate by your Certificate Authority (e.g. Comodo Ca, Geotrust, Equifax, etc.).
To use the Certificate Authority File, you have to add a line to the apache config of
each virtual host that uses shared SSL. Parallels H-Sphere can do this for you:
enter the file in the Certificate Authority Fitext box and click the Uploadbutton.
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List of web-servers with certificate pair:
web.techwriters.psoft

web. twriters.psoft

pasqliwriters.psoft

Certificate
Authority
File
{either
PECS#T or
X509
bundie)

Upload |

Note: If you are using more than one shared IP, each of them must have a unique
shared IP tag. You cand create more than one certificate on one shared IP tag.

e Go to Plan Edit Wizard and enable Shared SSLBy doing this, you
will also automatically enable Third Level Domain Aljabhird Level DNS
Zone Domain Alias A DNS Record

e If you have added a new web server and want it to be serviced with
the shared SSL certificate, click the Editicon next to the domain
name and enter the certificate key and certificate file in the Install
completely new certificate key and file paikes. Then click the Upload
button. This will update the shared SSL certificate installation on
all servers, including the newly installed one.

Besides, you can create dgeseller dedicated6DNS zone domain, secure it with your
shared SSL and allow resellers to secure their end user third-level domains (registered
on this domain) with your own shared SSL.

Credit Card Brands

U To add support for a credit card brand (vendor) that is not provided with Parallels H
Sphere:

e Find a credit card processing center that automatically processes
payments with this credit card brand.

e Go to your admin control panel and select CC Brandsn the Settings
>Payment Settingsienu.

e On the page that opens, enter the full name and the short name of
the custom credit card brand:
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Credit card brands

Name Short name Controls
WISA VISA

MasterCard MiC

American Express AX

Discover DISC

Diners Club DIMERS

Carte Blanche BELAMCHE

1CB ICB

enRoute EMROUTE

Solo S50L0O

Switch SWITCH

Electran ELECTROM

Eurocard ELROCARD

Mova MOWA

Add credit card brand

Mame | ! Short name | ! Add

Now you can associate your credit card with this merchant gateway in the merchant
gateway manager.
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Domain Registrar Manager

Parallels H-Sphere comes with Domain Registrar Manager. It supports automatic
domain registration services with multiple domain registration providers. In order for you
to provide domain registration services, your hosting provider needs to set up a
connection with a supported domain registration provider. You cand create your own
connections. This document provides step-by-step instructions on how to set default
prices for the domain registration services you will offer.

IMPORTANT:

1. Before you start, make sure to have your company info carefully entered, as it will
be used as Billing and Tech info for registered domains. With your company info
incorrect or incomplete, end users may start encountering problems with domain
registration. Company Info is set on the Look&Feet> Company Infpage.

2. TLDs with asynchronous registration, such as .co.uk or .org.uk, .de, etc. can be
handled by admin only by OpenSRS.

3. TLDs that are not registered with supported registrars, such as .pt, or .jp should be
handled by admin with Email Domain Registrar (See Administrator Guide for details).
4. Parallels H-Sphere supports .US, .CA, .INFO, and .BIZ domains. Supported domain
registration providers require that registrant phone and fax numbers be entered in a
special format. Users registering .US and .CA domains are also asked for additional
information.

Phone/fax format depending on the country of residence:

- North America: NXX-NXX-XXXX/YYYY;

- Other countries: +CCC.ZZ72727277Z7Z7Z7ZIYYYY.
Here:

N is a digit from 2 to 9,

X any digit,

YYYY optional extension,

CCC country code,

77277777777 phoneffax number inside the country.

Administrators/resellers should also change the format of phone and fax numbers in
their Company Infpages.

You can set different domain registration prices in different plans. However, you first
need to set default domain registration prices to be applied every time a plan-specific
price hasné been specified.

e Log into your admin CP.
e Select Domain Registran the Settingsmenu.

e Click Define Terms/Pricder the top level domain youd like to
configure.

e Set the default prices for various periods:
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Define Terms/Prices for New OpenSRS Registrar, TLD is com

Please specify prices (0 is allowed) for all available registration periods

Duration in years 1 2 3 4 5 B

Price 15 g 4o | | | [

Submit Query | Reset |

These are actual prices for the billing periods, they are not prorated to one year.

This means, you need to enter fiL5 30 45 60 75 90 105 120 135 1504 not fiL5 15 15

151515151515 154
e Repeat steps 3-4 for each TLD.

e Now that you have entered default prices, set domain registration

prices for individual plans (on page 168).

Warningif you dond set default or plan-specific prices, end users

wond be able to register domains from their control panels.
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Merchant Gateways

This chapter provides information on how to configure Merchant Gateways in Parallels
H-Sphere.

In this chapter:
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Merchant Gateway Manager

Merchant Gateway Manager is a configurable Parallels H-Sphere add-on that allows
you to set up and alter merchant gateways, the media for conducting transactions with
online credit card processing centers. The software tracks gateway usage and provides
statistical information on the number of transactions and total charges for every
particular gateway.

Merchant Gateway Manager allows you to setup different merchant gateway accounts
for different types of credit cards (like VISA, MasterCard, Discover, American Express).
In this way you can maximize your profits by processing every type of credit card with
the gateway that offers the lowest rate for this type of card.

Before configuring a merchant gateway, register an account with a supported merchant
gateway.

Resellers can& use admin merchant gateway settings. They should register their own
accounts with chosen Merchant Gateways.

IMPORTANT!

New merchant gateways are integrated to Parallels H-Sphere by means of packages.
You can:

- download merchant gateway packages compiled by Positive Software

- build your own packages using Merchant Gateway SDK.

In this section:

Setting Up Merchant GatEWay .............ouuuuiiiiiieeeeiieeiiies et e e eaaaaaas 68
Editing Merchant Gateway SettingS...........cuuiieiiiieiiiiiiiiieee e eeaaens 68
Associating Merchant Gateways with Credit Card Vendors............cccccccceeeeeennn. 69
Editing Description for User Credit Card Statements .............cccoovviiiieiieeeeciinnnn, 69
Handling CC Charge Request Failures..........cccoooeeiiiiiiiiiiiiii i, 70

ONE SEEP GAEWAYS ... .eeeeieeeiiiiiii e e ettt e ettt e e et e e et e e e e e eeenr s 71
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Setting Up Merchant Gateway

Once you have registered an account with a credit card processing center, you can set
up a merchant gateway to your Parallels H-Sphere configuration:

e Go Settings-> Payment Settings> Merchant Gateway
e The following page will appear:

Merchant configquration

Add new gatewsy | Dummy Gateway =] ﬂl

Active YISA boneris 10.0/0.0 1/0 Deactivate

Set Active |Securepay.com.au x| Paymenttype | WIS A x| Activate |
Edit Gateway | Moneris =l ﬂl

Edit Description Edit the description that will appear on your client's credit card statements. IF pou leave the Dezcription Only

box unchecked, the statement will alzo contain customer's plan name & account 10,

| [ Description Only ~ Submit Guery |

¢ If you need to test Parallels H-Sphere billing without making real
charges, select Dummy Gateway the Add new gatewdyox and use it
in the subsequent configuration steps. To configure real gateways,
see the box Configuring Specific Gateways the right for links to
instructions.

Editing Merchant Gateway Settings

U To edit the configuration of the merchant gateway:

¢ In the Edit Gatewahpox choose necessary merchant gateway from
the drop-down box.

e Click the Editbutton. On the form that appears you can make
necessary changes.

e Click the Submit Querputton to save changes.
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Associating Merchant Gateways with Credit Card

Vendors

Now that you have configured one or more merchant gateways, you need to associate
them with credit card vendors. You can have different credit card brands processed
with different processing centers. For example, you can configure Parallels H-Sphere to
process VISA and MASTERCARD with AuthorizeNet, and AMERICAN EXPRESS -

with CyberCash.

U To set the associations:

e |n the Set Actie field, choose the credit card brand and the

processing center it will be charged through.

e Click the Activatebutton to create the association. Now your

Merchant Gateway Manager form should look similar to this:

Merchant configuration

Add new gateway | Durimy Gateway =] Add |
WISA Monens 10.0/0.0 1/0 Deactate

Active ) .

hC AutharizeMNet (SIk protocol) 0.0/0.0 040 Deactivate
Set Active | Monetis x| Paymenttype § VIS4 (| Activate
Edit Gateway | Moneris x| Edit | MasterCard
Edit Description Edit the dezcription that will appear on your clent's credit ¢ ggggﬁzp Express the Description Only

box unchecked, the statement will aleo contain customer's) =,

[T Description Onl Sl el

I H ¥ _| Carte Blanche
Maximum allowed failed :EF?nute
charge atermpts for credit I Submit | =aln
cards Switch
Retry interval after failed . Electron

) I Submit

atternptto process CC {min) —I Eﬂ;ﬂ;ard

Make sure to create associations for each credit card brand you would like to support.
Users wond be able to pay with the credit cards that haven& been associated with any

processing center.

Editing Description for User Credit Carte®iants

Use this feature to let your customers know from their credit card statements what

charges are related to hosting with Parallels H-Sphere.

e Select Merchant Gateway the Settingsmenu.

e Enter the description text in the Edit Descriptionext box.

e Click Submit Query
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Handling CC Charge Request Failures

Parallels H-Sphere handles rejected credit card transactions by setting the maximum
failed charge attempts and the retry interval. If a processing center rejects a CC charge
request, Parallels H-Sphere will:

e debit the account;
¢ notify the administrator by e-mail (end user isn@ notified);
e send this CC request again in the defined period of time;

e disable any other paid operations with this CC until this period
elapses.

With the first successful credit card transaction, the charge failure counter is reset.

U To configure this behavior:
e Select Merchant Gatewag the Settingsmenu.
e Fill out the last two fields on the Merchant Gateway Manager page:

Maximum allowed failed

charge attempts for credit |3 Subimit |

cards
Fetry interval after failed — :
atternpt to process CC (min) IE- Submit |

A Maimum allowed failed charge attempts for credit casisict the number of CC
charge request failures.
- Retry interval after failed attempt to process CC gmairthie period (in minutes) to
elapse before the system resends the charge request. Until then, the system will
disable any transactions with this CC.

If charge failures reach the maximum number allowed, Parallels H-Sphere will mark
such credit card as nonchargeable until you reset the charge failure counter:

e Select CC processing erroiga the Reportsmenu;
e Retrieve the needed account;

¢ In the Controlscolumn of the Search Resultpage, click the Reseticon
for this account.
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One Step Gateways

To offer completely automated credit card processing, a merchant gateway must
support the following 4 types of transactions:

A AUTHORIZE specifies that a transaction authorizes the credit card.

A CHARGE specifies that a transaction charges amount without prior authorization.
A CAPTURE specifies that a transaction is completed.

A VOID specifies that a transaction cancels an amount.

Most credit card charges involve only the CHARGE transaction. An exception is domain
registration, which involves two steps:

1. Lock required amount on the credit card (AUTHORIZE) before domain registration
2.a. If domain registration succeeds, debit the locked amount to the credit card
(CAPTURE)

2.b. If domain registration fails, unlock the amount and cancel the initiated transaction
(VOID)

Some merchant gateways dona support CAPTURE or VOID transactions, requiring that
they be performed manually through a web interface. In case of domain registration,
you will receive email notifications requesting to complete or cancel a transaction every
time a user registers a domain name.

AssureBuy Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select AssureBuyin the Add New Gatewdnox.
e Click the Addbutton.
e Fill out the form that appears:
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AssureBuy

Title |#ssureBuy

Server |gateway.assurebuy.cnn
Port pas3

Path fics_gateway. exe

User ID |

Passward |

Currency | U5, Dallar =

AW E checking level |N|:|ne (accept the transaction no matter what the AYS response) =|

™ Test Mode

> > > >

> > > >

Slbimit Gueryl Reset

Title give a name to this AssureBuy connection
Server the name of the AssureBuy server
Port the port of the AssureBuy server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

User IDyour AssureBuy User ID
AssureBuy Passwarthe password which comes with User ID
Currencythe currency in which your end users will be charged

AVS AVS stands for Address Verification Service. It can be used as an
additional layer of protection for merchants who wish to verify that the purchaser
knows the billing address of the cardholder (in case these are two different
people). This is not a very serious form of risk mitigation or fraud prevention, and
yet it does give some assurance that a hacker isn@ simply generating a list of
valid credit card numbers and purchasing product at will. AVS simply matches
the numeric portion of the cardholder& street billing address and the 5 or 9-digit
zip code of the cardholderé billing address. The AVS request parameters are
STREET and ZIP. The processing network verifies the AVS information,
comparing a portion of the billing address from the request message with
address data on file at the VIC or the issuer& center. Based on the comparison,
a response will be returned which confirms whether the information matches or
not. Banks do not decline transactions based on the AVS check. The AVS
response is returned as two single tab-delimited characters: YY, NN, YN, NY (Y-
dnatches@ N for @oes not matchd. This information is just an advice. However,
the Parallels H-Sphere system will either allow or decline the transaction
depending on the selected AVS status. AVS is available only for US
cardholders.
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Important: To provide non US cardholders CC processing, disable AVS check-
up in the merchant gateway configuration.

A Test Modedx: with Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

e Click Submit Query

CVV (Card Verification Value). To enable fraud protection using CVV, enable and
configure CVV support in your AssureBuy account. More on CVV credit card
verification.

Authorize.Net (Sim Protocol)
Configuration

Before proceeding, make sure to read about Web Payment Systems Manager.

In order to configure Authorize.Net, download and install the latest Authorize.Net.hsp
package from Psoft site:
http://download.hsphere.parallels.com/downloads/index.html#web payment.

Setting Up Authorize.Net

U Once you have registered an Authorize.Net business account, enable Authorize.Net in
your control panel:

e Select Merchant Gateways the Settings-> Payment Settingsnenu.

¢ On the Merchant Configuratiggage, choose Authorize.Nefrom the drop-
down menu.

e Click the Editbutton to activate it.
e Enter the required parameters in the Authorize.Netorm:


http://download.hsphere.parallels.com/downloads/index.html#web_payment
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A

Authorize.Net

Payment Server Address ISEcure.authurize.net
Payment Server Port |443

URL path Ilgatewa'_-,rftraHSact_dll
Login [smf2pP4Ls

MD5 Hash Value frossa

Transaction KE‘Y I****************

[+ Activate

SubmitQueryl Reset

Payment Server Addreste name of the server you will be redirected to for
payment operations

Payment Server Pait the Authorize.Net server
URL patho the server side handler file which can be a script or a binary file.

Login API login ID for the payment gateway account obtained from the Merchant
Interface.

MD5 Hash Valuthis security feature enables merchants to verify that the results
of a transaction received by their server were actually sent from the Payment
Gateway. This value should be configured in the Authorize.Net interface by the
users with the appropriate permissions will be able to access this setting. To set
the MD5 Hash Value in the Merchant Interface:

1. Select Settings from the Main Menu in the Merchant Interface

2. In the Security section click on MD5 Hash and enter the MD5 Hash Value

3. Confirm the MD5 Hash Value entered and click Submit to save changes

Transaction Kegbtained from the Merchant Interface by users with the
appropriate permissions will be able to access this setting To obtain the
transaction key from the Merchant Interface;

1. Select Settings from the Main Menu in the Merchant Interface

2. In the Security section click on API Login ID and Transaction Key

3. Type in the answer to the secret question configured on setup and click
Submit

Check Activateto enable Authorize.Net for new signups and existing accounts.

e Click Submit QueryAuthorize.Net now must show as active.
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Bibit Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select Bibitin the Add New Gatewdpox.
e Click the Addbutton.
e Fill out the form that appears:

Bibit

Title |Bibit

Server |secure.l:|il:|it.r:|:|m

Fath Fjsp;'rn erchantxml/paym:
Port |443

Merchant Code I

Login |

Passward I"“H*"**

currency | U.S. Dollar |

Submit Query I Reset I

A Title give a name to this Bibit connection
A Serverthe name of the Bibit server
A Port the port of the Bibit server
A Path the path to the server side handler file. This can be a script or a binary file

that is launched with an http request.

Login your Bibit login

Passwordthe password which comes with login/username
Merchant Codeour Bibit account ID

> > > >

Currencythe currency in which your end users will be charged
e Click Submit Query
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Cardia Services Configuration

Preparation

To configure Cardia Services, download and install Cardia Services .hsp package from
http://download.hsphere.parallels.com/downloads/index.html#merchant _gateways (for
Java 1.4 and up).

This package can be installed on Parallels H-Sphere 2.4.x and higher as suggested in
Installing Parallels H-Sphere packages in Customization Guide..

Configuration

e Select Cardia Servicem the Add New Gatewdnox.
e Click the Addbutton.
e Fill out the form that appears:

Cardia Services

Title ICardia Services

Merchant Token |

Store |

Currency |EUR

Submit Query I Reset |

A Title give a name to this Cardia Services connection

A Merchant Tokeryour Cardia Services account ID

A Store Your Cardia Services unique ID, sometimes also referred to as Config File
A Currencythe currency in which your end users will be charged

e Click Submit Query


http://download.hsphere.parallels.com/downloads/index.html#merchant_gateways
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ECHD Configuration

Preparation

No preparation is needed before configuration.

Configuration

>

A

e Select Echoin the Add New Gatewdpox.
e Click the Addbutton.
e Fill out the form that appears:

Echo

Title IEcI'u:u

Login |

FIN |

E-mail |

Submit Query I Reset I

Title give a name to this Echo connection
Login your Echo login

Pin once you register an account with Echo, you are given this to verify charge
requests

E-mait the email address you provided on signing up with Echo

e Click Submit Query
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ePDQ Configuration

Preparatio
Make sure that the CcxClientApi.jar file is present in the
/hsphere/local/home/cpanel/java_rt/ directory.

If it® not there:

e Contact ePDQ and obtain the CcxClientApi.jar file.
e Put the lib file into in the directory ~cpanel/java_rt/.

When restarting the Control Panel, make sure that you are logged into the CP
server as root.

For Linux:

/etc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
/etc/rc.d/init.d/httpdcp start

For FreeBSD:

e /usr/locall/etc/rc.d/apachecp.sh stop
killall -9 java
sleep 10
/usr/local/etc/rc.d/apachecp.sh start.

Configuration

e Select ePDQn the Add New Gatewdnox.
e Click the Addbutton.
e Fill out the form that appears:
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ePDQ

Title |EF‘DQ

Server |secure2.epdq.cc'.uk

Fort |12mm

IP Address |

Login |

Client ID |

Passwaord I

currency | 5. Dallar |

Enable FraudShield IFALSE _v]
Test Mode I FALSE _vj

Submit Query I Reset I

Title give a name to this ePDQ connection

Serverthe name of the ePDQ server

Port the port of the ePDQ server

IP Addressyour external control panel IP address

Login your ePDQ login

Passwordthe password which comes with login/username
Client IDthe unique client ID code you get from ePDQ
Currencythe currency in which your end users will be charged

Test Mode

- FALSE: credit card transactions will be completed and credit cards will be
charged,;

- TRUE: authorization requests will be sent for verification without settlement
requests and credit cards wond be charged.

* In Test Mode, all transactions appear to be processed as real transactions.
The gateway accepts the transactions, but does not pass them on to the
financial institutions. Accordingly, all transactions will be approved by the
gateway when Test Mode is turned on.

e Click Submit Query

> > > B>y > >y > D> D
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eWay Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select eWayin the Add New Gatewdox.
e Click the Addbutton.
e Fill out the form that appears:

eWay

Title IEWa'_,r

eWay Customer ID |r5545=3=39

Server |www.eway.cu:um.au

Fart |443

Path Pgateway;'xmlpayment.as
Matification Email for VOID transactions |sdf@sumething.net

Submit Query I Reset I

Title give a name to this eWay connection

eWay Customer:IBour unique eWAY customer ID assigned to you when you join
eWAY, e.g.: 11438715

Serverthe name of the eWay server
Port the port of the eWay server

Path the path to the server side handler file. This can be a script or a binary file that
is launched with an http request.

Notification Email for VOID and CAPTURE Transaetidag doesnd support VOID and
CAPTURE transactions. Instead, Parallels H-Sphere sends a notification to this

address that the transaction needs to be canceled or completed manually through
eWay web interface.

e Click Submit Query
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HSBC Configuration

Preparation

In order to configure HSBC merchant gateway, download and install HSBC .hsp
package
(http://download.hsphere.parallels.com/downloads/index.html#merchant gateways).

This package can be installed on Parallels H-Sphere as suggested in our instruction on
Installing Parallels H-Sphere packages in Customization Guide.

Configuration

e Select HSBCn the Add New Gatewdnox.
e Click the Addbutton.
e Fill out the form that appears:

HSBC

Title |HSBC

Server Iwww.r.ecur&epaymentg._a

Port |443

Client ID |

U=er Mame I

sssss

Password I

Currency I U.s. Dollar j
|_ Test Mode

Submit Query | Reset |
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> > > >y > > D> D

Title give a name to this HSBC connection

Server the name of the HSBC server

Port the port of the HSBC server

Client IDthe unique client ID code you get from HSBC
Usernameenter the name given to you by HSBC provider
Passwordthe password which comes with login/username
Currency the currency in which your end users will be charged

Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

e Click Submit Query

Innovative Gateway Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select InnovativeGatewan the Add New Gatewapox.
e Click the Addbutton.
e Fill out the form that appears:

InnovativeGateway

Title |Inn|:wati\-'e Gateway
Server Itransa;:tiu:uns.innwativega‘
Fort ja43

Fath Fservlet.fcnm.gateway.aaj..é
Login Iadmin

Paszword f"“"“‘

Test Mode | FALSE Ll

Subrnit Cuery I Hesetl
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Title give a name to this InnovativeGateway connection
Serverthe name of the InnovativeGateway server

Port the port of the InnovativeGateway server

> > > >

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

p

Login your InnovativeGateway login

>

Passwordthe password which comes with login/username

A Test Mode
- FALSE: credit card transactions will be completed and credit cards will be
charged;
- TRUE: authorization requests will be sent for verification without settlement
requests and credit cards wond be charged.
* In Test Mode, all transactions appear to be processed as real transactions.
The gateway accepts the transactions, but does not pass them on to the
financial institutions. Accordingly, all transactions will be approved by the
gateway when Test Mode is turned on.

e Click Submit Query

CVV (Card Verification Value). To enable fraud protection using CVV, enable and
configure CVV support in your InnovativeGateway account. More on CVV credit
card verification.

LinkPoint (API v3.01) Configuration

LinkPoint deprecated support for its old API. It may cause problems with signup and
billing. To update API to v3.01, users should convert the certificate from PEM to P12
format (see below)

Preparation
Make sure that the JLinkPointTxn.jar file is present in the
/hsphere/local/lhome/cpanel/java_rt/ directory.

If it® not there:

e Contact LinkPoint (API) and obtain the JLinkPointTxn.jar file.
e Put the lib file into in the directory ~cpanel/java_rt/.

When restarting the Control Panel, make sure that you are logged into the CP
server as root.

For Linux:

{etc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
fetc/rc.d/init.d/httpdcp start

For FreeBSD:
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e /usr/locall/etc/rc.d/apachecp.sh stop
killall -9 java
sleep 10
/usr/local/etc/rc.d/apachecp.sh start.

When your linkpoint account is created you receive linkpoint welcome email which
contains username, password and the certificate in the PEM format. You need to
convert this certificate from PEM to P12 format. One way to do this is to run the
following from a command prompt:

openssl pkcs12 -export -in YOURPEM.pem -inkey YOURPEM.pem - out
YOURPEM.p12 - passout pass:YOURPASS - name AYOURNAME
Where:

A g YOURPEM - the name of your PEM file;

A g YOURPASS - your merchant password (the password you specified in merchant
gateway settings);

A g YOURNAME - any arbitrary name.

For example:
openssl pkcs12 - export -in cert.pem - inkey key.pem - out
1234567.p12 - passout pass:987654321 - name fiLinkPoint 0

PEM files example:

key.pem:

MIICXAIBAAKBgQC6gLgc6l+vecvoSkJHFZfzt/sJRy6rBwAtfBAUMguAqgCq8sz2H
tlYHeng/71Z0uuPXUQY7veFUXDAXFvN4SLCresf5cHIOhXIgNITRY2MhTn92TLIV
ImfzCZtBdhshncWydpQ6HCcHOWRYUL8Urelyw6iOlk7Q8ja6GstqiKbTWDQIDAQAB
A0GAWVBC1dgCgzAul3EL2APa7KQoW5BrfDzjXYUNNNgggejexeoOU3AZFPOEPuU2f
2UR2dk/glgv6jRaNwDZNsH6G8831PyTmUJoMZB+vuAeYFYEV6UWYzBFYJohubB2g
V+ixg8wSalKKvmuyoUqr2TKexweumppUMCK+pruxfqge X uWECQQDtfpdiohLeTDaQ
Q84yIHABD1H80r9KLfdc77R0Of5Y5BL+Obh+p/5T&bdue7HBB673QzNBOCrHOJJIQI
XNiPYrJ/AKEAYQj5UX8dSVR8Xhcw/gVogaB3WnyzmT4VSf8Y 2tKIRETLNXIBTKAC
6BV9jklIOIl0jFOI9kkj90aMIF/fTm/ZcwIAPzihyAnpB/A13jWO0oF1uM30Gk0zu
yyptXPoaiaCINsyCycGbAEAfM32ax2ceqEL9JqY/HATXTDUEK|TgiVIr2tQJABrIW
HXOy9xDsV/IOmj8V9PI9P9P96HUOKTDIMBYWmIXJIrmZvwjz101qzpV534Yi+xOpc/
Zd+HahmL+ip6vZTglQJBANfO45PBIDZV71kHCmVDKNMUtR7FsJ7yKfZ2i/P8+23I
k7GP9Ip/fj7MKLLjdui8hdjkdoiz5yICYXglvbE=
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MIICZDCCAc2gAwIBAgIBADANBUNdj8JJkolUUTDCILIINQswCQYDVQQIEWJOWTE
R kKNNgTfDhBgFYGVNHGIUy8YHKjUY980jHL9hkjHI87YTIIXJIIGRIdMVsb3BIc|EY
MBYGA1UEAXMPTWF4aW0gS2FCMGDhhNSHYDJLLLSALLLCIveNAQKBFhBta2Fud
HNA
cHNvZNnQubBSGDUuUNHYiMMMUjhjhBKuuKLLLIIHHUUJKHIJE1MzIzMVoweDELMAKG
A1UECBMCTIKXETAPBgNVBACTCESIdyBZb3JrMRswGQYDVQQKEXJILVNwaGVyZS
Bk
ZXZIbGOWZXIXGDAWS8jGFUUJ7B577b6655HGFHHHG5DSGH]EfMBOGCSqGSIb3DQ
EJ
ARYQbWthbnRzQHBzb2Z0Lm5IdOUYGD7SH389SUNWFABHXQEFAAOBjQAwgYkCg
YEA uoC4HOIPr3L6EpFBVYmMX87f7CUcuqwcALX/AFDILgKoAqvLIIUDSUYID8732UJjjh
SDIUDSTYR478745KWOS89SF7TL3I7RFHIDFPWP09866UJFO99SPWQQ209D99
W4LJ ghdjuKKuhhkktgjyr3tcsOojpZO0PI2uhrLaoim01g0CAWEAATANBgkghkiGOwOB
AQQFAAOBgQBNmM1GvV+jrioeiortu+etikugOIUOULLKOFLHJIOIjglkr94mjosij
Ommdsktuier/wUUYTUGDJKHGASDIUYODIYF/589739IDJLCKJI48kudow9JKHIOJ
BUokxewLJHK/I1fJQbEr90SJK59DK409SL3Zn0r4sQVTTTQWDTAXjMVYABA==

Configuration

e Select Link Point (API v3.0ih) the Add New Gatewdox.
e Click the Addbutton.
e Fill out the form that appears:

Link Point (APl v3.01)

Title |Link Point (4F1v3.01)

Store I

Mame

Server |seu::ure.|inkpt.net

Port [1123

Password |

A5 | Full (accept the transaction only if %Y is returned) =|

Test Mode IFP.LSE =|

slibimit Cluery | Reset |
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A
A

> > > >

Title give a name to this LinkPoint (API) connection

Store NameYour LinkPoint (API) unique ID, sometimes also referred to as Config
File

Server the name of the LinkPoint (API) server
Port the port of the LinkPoint (API) server
Passwordthe password which comes with login/username

AVS AVS stands for Address Verification Service. It can be used as an
additional layer of protection for merchants who wish to verify that the purchaser
knows the billing address of the cardholder (in case these are two different
people). This is not a very serious form of risk mitigation or fraud prevention, and
yet it does give some assurance that a hacker isn@ simply generating a list of
valid credit card numbers and purchasing product at will. AVS simply matches
the numeric portion of the cardholder& street billing address and the 5 or 9-digit
zip code of the cardholder® billing address. The AVS request parameters are
STREET and ZIP. The processing network verifies the AVS information,
comparing a portion of the billing address from the request message with
address data on file at the VIC or the issuer® center. Based on the comparison,
a response will be returned which confirms whether the information matches or
not. Banks do not decline transactions based on the AVS check. The AVS
response is returned as two single tab-delimited characters: YY, NN, YN, NY (Y-
dnatches@ N for @oes not matchd. This information is just an advice. However,
the Parallels H-Sphere system will either allow or decline the transaction
depending on the selected AVS status. AVS is available only for US
cardholders.

Important: To provide non US cardholders CC processing, disable AVS check-
up in the merchant gateway configuration.

Test Mode

- FALSE: credit card transactions will be completed and credit cards will be
charged,;

- TRUE: authorization requests will be sent for verification without settlement
requests and credit cards wond be charged.

* In Test Mode, all transactions appear to be processed as real transactions.
The gateway accepts the transactions, but does not pass them on to the
financial institutions. Accordingly, all transactions will be approved by the
gateway when Test Mode is turned on.

e Click Submit Query
¢ |In Edit Gatewagyselect the newly created connection and press Edit

¢ Note the two new parameters that appeared on the gateway

configuration page, Key File and Certificate FilePut the key and
certificate files on the control panel server to the locations
suggested here.
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ManStreetSoftWorks Configuration

Preparation

Go to www.mainstreetsoftworks.com/p/17.html page.
Download the following APIs:

A www.mainstreetsoftworks.com/freedist/java_mcve-3.2.tar.gz

A www.mainstreetsoftworks.com/freedist/libmcve-3.2.2.tar.gz

Place these APIs somewhere on your control panel server.
Log into your control panel server as root user.
Unpack libmcve-3.2.2.tar.gz

Go to the libmcve-3.2.2 and follow the instructions in the INSTALL
file.

Unpack java_mcve-3.2.tar.gz

Go to the java_mcve-3.2 and follow the instructions in the INSTALL
file.

When restarting the Control Panel, make sure that you are logged into the CP server as

root.

For Linux:

letc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
letc/re.d/init.d/httpdcp start

For FreeBSD:

e /usr/locall/etc/rc.d/apachecp.sh stop

killall -9 java
sleep 10
/usr/local/etc/rc.d/apachecp.sh start.

Make sure that MCVE.jar is in the /hsphere/local/lhome/cpanel/java_rt/ directory. If not,
copy this file from the java_mcve-3.2 directory.

Configuration

Select MainStreetSdaiforksin the Add New Gatewdox.
Click the Addbutton.

Fill out the form that appears:
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MainStreetSoft\Works

Title

zer name

Password

Fort

Tirneout

|
|
|
Server |
|
|

Fath to the certificate file |

Subrnit Cuery | Feset I

Title give a name to this MainStreetSoftWorks connection
Usernameenter the name given to you by MainStreetSoftWorks provider
Passwordthe password which comes with login/username

Server the name of the MainStreetSoftWorks server

Port the port of the MainStreetSoftWorks server

> P> > > > >

Timeout minutes to wait for the server reply before merchantgateway API fails
with IOException
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A Path to the certificate filen the control panel server, the path to the SSL
certificate you received when you signed up with MainStreetSoftWorks

e Click Submit Query

CVV (Card Verification Vald&).enable fraud protection using CVV, enable and
configure CVV support in your MainStreetSoftWorks account. More on CVV credit
card verification.

Moneris Configuration

Preparation

In order to configure Moneris merchant gateway, download and install Moneris .hsp
package from

http://download.hsphere.parallels.com/downloads/index.html#merchant gateways (for
Java 1.5.x only).

This package can be installed as suggested in our instruction on Installing Parallels H-
Sphere packages in Customization Guide.

Configuration

e Select Monerisin the Add New Gatewdox.
e Click the Addbutton.
e Fill out the form that appears:

Moneris

Title |M|:|neris

Serser |esqa.mnneris.cu:|m

StoralD |55555
APl Taken |

suUbmit Cluery | Reset |

Title give a name to this Moneris connection
Server the name of the Moneris server

StorelDyour unique ID received from Moneris

> > > >

API Tokenyour Moneris account ID
e Click Submit Query
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NetBilling Configuration

Preparation

NetBilling certificate is trusted by Equifax and provided by GeoTrust. In Java 1.3.x and
older the standard java cartcerts file doesn@ include GeoTrust root Certificates and
therefore Parallels H-Sphere returns &Connect error, untrusted server cert chainbwhen
trying to connect to the merchant gateway. That® why GeoTrust Root certificates
should be imported into cacerts file.

So, if you have Java 1.3 and older, you have the following solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by psoft:
lusr/java/<java home>/jre/lib/security/cacerts

B. Upgrade Java to 1.4 by following our documentation in Sysadmin Guide.

Note: If your certificate is already imported into cacerts, but Java still generates
d&onnect error, untrusted server cert chaind please check the connection to your
payment server from your control panel server by running the following command from
the control panel server console to check connection:

telnet [server.name] [port]

Make sure that the direct -java - 2.3.3.jar file is present in the
/hsphere/local/lhome/cpanel/java_rt/ directory.

If it& not there:

e Contact NetBilling and obtain the direct-java-2.3.3.jar file.
e Put the lib file into in the directory ~cpanel/java_rt/.

When restarting the Control Panel, make sure that you are logged into the CP
server as root.

For Linux:

/etc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
/etc/rc.d/init.d/httpdcp start

For FreeBSD:
e /usr/local/etc/rc.d/apachecp.sh stop
killall -9 java

sleep 10
/usr/local/etc/rc.d/apachecp.sh start.
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Confguration

e Select NetBillingin the Add New Gatewdox.
e Click the Addbutton.
Fill out the form that appears:

MetBilling

Title |NetEiIIin|;|

Protocol Im

Server |se-:ure.net|:ui|ling.l:|:un'|
Account |

SiteTag |

Motification Email for VOID transactions I

Submit Query I Reset I

Title give a name to this NetBilling connection

Protocoal http or https protocol to connect to the gateway server
Serverthe name of the NetBilling server

Account your NetBilling account ID

Site Tagyour brief site nickname

Notification Email for VOID transactidtestBilling doesna support VOID
transactions. Instead, Parallels H-Sphere sends a natification to this address
that the transaction needs to be canceled manually through NetBilling web
interface.

e Click Submit Query

CVV (Card Verification Vald&).enable fraud protection using CVV, enable and
configure CVV support in your NetBilling account.

> P> > P>y > >
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NTPNow Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select NTPNown the Add New Gatewdnox.
e Click the Addbutton.
e Fill out the form that appears:

HTPHow

Title

Server

Fort

Login 1D

mlotification Email for WOID transactions

|
|
|
Path |
|
|
Currency |

U.5. Dollar Rd|

™ avs
alibimit Gluery | Reset |
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> > > >

> >

Title give a name to this NTPNow connection
Server the name of the NTPNow server
Port the port of the NTPNow server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

Login IDyour NTPNow login ID

Notification Email for VOID transactioiBPNow doesnd support VOID
transactions. Instead, Parallels H-Sphere sends a notification to this address
that the transaction needs to be canceled manually through NTPNow web
interface.

Currencythe currency in which your end users will be charged

AVS checkboAVS stands for Address Verification Service. It can be used as an
additional layer of protection for merchants who wish to verify that the purchaser
knows the billing address of the cardholder (in case these are two different
people). This is not a very serious form of risk mitigation or fraud prevention, and
yet it does give some assurance that a hacker isn@ simply generating a list of
valid credit card numbers and purchasing product at will. AVS simply matches
the numeric portion of the cardholder& street billing address and the 5 or 9-digit
zip code of the cardholder® billing address. The AVS request parameters are
STREET and ZIP. The processing network verifies the AVS information,
comparing a portion of the billing address from the request message with
address data on file at the VIC or the issuer® center. Based on the comparison,
a response will be returned which confirms whether the information matches or
not. Unchecking the AVS box you configure Parallels H- Sphere to allow the
transaction regardless of the response. AVS is available only for US
cardholders. To provide non US cardholders CC processing, disable AVS
check-up in the merchant gateway configuration.

e Click Submit Query
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Paradata Configuration

Preparation
Make sure that the trans_client_jsse.jar file is present in the
/hsphere/local/home/cpanel/java_rt/ directory.

If it® not there:

e Contact Paradata and obtain the trans_client_jsse.jar file.
e Put the lib file into in the directory ~cpanel/java_rt/.

When restarting the Control Panel, make sure that you are logged into the CP
server as root.

For Linux:

/etc/rc.d/init.d/httpdcp stop
killall -9 java

sleep 10
/etc/rc.d/init.d/httpdcp start

For FreeBSD:

e /usr/locall/etc/rc.d/apachecp.sh stop
killall -9 java
sleep 10
/usr/local/etc/rc.d/apachecp.sh start.

Make sure to include trans_client_jsse.jar after the rt.jar string but before
the jcel_2 1.jar string (java cryptography extension).
Configuration

e Select Paradatan the Add New Gatewdox.
e Click the Addbutton.

e Fill out the form that appears:

Paradata

Title |Parac|ata

Account I
Token

Submit Query Reset




Merchant Gateways

95

A Title give a name to this Paradata connection

A Account Tokerthe unique code generated on the basis of your login and
password that you get when opening the Paradata account.
Adding TEST before the token will set the account to test mode

e Click Submit Query

PayGate Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select PayGatan the Add New Gatewdnox.

e Click the Addbutton.

e Fill out the form that appears:

PayGate

Title

Server

Part

Path

Capture transaction Path
Merchant ID

Passwaord

Currency

Matification Email for VOID transadions

IF‘a yisate

|www.netka uf.de

|443

ppayg ate/direct.aspx

Ppayg ate/capture.aspx

|
thMOhhhk

| U.5. Dollar |

Submit Query I Reset I
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> > > >

> >

p

Title give a name to this PayGate connection
Serverthe name of the PayGate server
Port the port of the PayGate server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

Path for Capture transactigrath to the script that does the Capture transaction

Merchant Idyour PayGate account ID. This is NOT the merchant number
supplied by your bank

Passwordthe password which comes with login/username
Currencythe currency in which your end users will be charged

Notification Email for VOID transactidteyGate doesnd support VOID
transactions. Instead, Parallels H-Sphere sends a natification to this address
that the transaction needs to be canceled manually through PayGate web
interface.

e Click Submit Query
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PayJunction Configuration

Preparation

In order to configure PayJunction merchant gateway, download and install PayJunction

.hsp package from http://www.psoft.net/downloads/index.html#merchant gateways (for
Java 1.4 and up).

This package can be installed as suggested in our instruction on Installing Parallels H-
Sphere packages in Customization Guide.

Configuration

e Select PayJunctiorin the Add New Gatewdnox.
e Click the Addbutton.

e Fill out the form that appears:

Pay.Junction

Title |Pay Junction

Server |pag-'jun|::ti|:|n.|::|:|m

Part pa3

Fath |Iiuefuendurfquick_linm
Lagin |user_junction
Fasswoard Ixxxxxxxx

™ Test Mode

Submit Cluery | Reset |



http://www.psoft.net/downloads/index.html#merchant_gateways

98

Merchant Gateways

> > > >

> >

Title give a name to this PayJunction connection
Serverthe name of the PayJunction server
Port the port of the PayJunction server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

Login your PayJunction login

Passwordthe password which comes with login/username

Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass

them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

e Click Submit Query

PayMeNow Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select PayMeNowin the Add New Gatewdnox.
e Click the Addbutton.
e Fill out the form that appears:

Pay-ke-How

Title |Pay-Me-How
Server hrans.atsbank.cnm
Part K43

Path Kegi-bindrans.cyi
Login ID |

Submitaueryl Reset
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> > > >

A

Title give a name to this Pay-Me-Now connection
Serverthe name of the Pay-Me-Now server
Port the port of the Pay-Me-Now server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

Login IDyour Pay-Me-Now login ID

e Click Submit Query

CVV (Card Verification Valde).enable fraud protection using CVV, enable and
configure CVV support in your Pay-Me-Now account. More on CVV credit card
verification.

PosNet Configuration

Preparation

In order to configure Posnet merchant gateway, download and install PosNet .hsp
package from
http://download.hsphere.parallels.com/downloads/index.html#merchant _gateways (for

Java 1.4 and up).

This package can be installed as suggested in our instruction on Installing Parallels H-
Sphere packages in Customization Guide.

Configuration

e Select PosNetin the Add New Gatewdox.
e Click the Addbutton.
e Fill out the form that appears:

PosHet
Title |Fos Het
Server hittp:fisetmpos skl com
Uzer Mame josnet_user
Password fos

Encryption Key |

Currency e =l
IF address of the client (Firewall IP if one is used) |

Merchant 1D FE45745625
Terminal 1D 4435657

Submit Query | Reset |
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A Title give a name to this PosNet connection

Server the name of the PosNet server

C >

A Username, Password and Encryption f@ge parameters are generated in
PosNet control panel by Generate Key menu option.

A Currencythe currency in which your end users will be charged

. >

IP Addressyour external control panel IP address

A Merchant ID, Terminal #hter, accordingly, 10-digit and 8-digit code given to you
by PosNet

e Click Submit Query

Protx (VSP Direct Protocol 2.22)
Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select Protxin the Add New Gatewdpox.
e Click the Addbutton.
e Fill out the form that appears:

Protx

Title |Prot:

Server hkvps.pmtx.mm

Fort 443

Sale and Auth transactions Path FUPSDirect.&uthIPaymentGE
Repeat transactions Path PvpsEDDIdntransaJ:tian.dll
Login I

Motification Email for WOID transactions I

Currency I 1J.5. Dollar j

Subamit Cuery I Fieset I
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> > > >

p

>

A

Title give a name to this Protx connection
Server the name of the Protx server
Port the port of the Protx server

Sale and Auth transactions Pdltie path to the server side handler file. This can be
a script or a binary file that is launched with an http request

Repeat transactions Pathe path to the server side handler file. This can be a
script or a binary file that is launched with an http request

Login your Protx login

Notification Email for VOID transactiéiretx doesnd support VOID transactions.
Instead, Parallels H-Sphere sends a natification to this address that the
transaction needs to be canceled manually through Protx web interface.

Currencythe currency in which your end users will be charged

e Click Submit Query

Note: To work with the Parallels H-Sphere correctly, configure your Protx account to
support the following transactions: PREAUTH, PAYMENT, REPEAT.

In terms of transaction types supported by Parallels H-Sphere, it®& AUTHORIZE,
CHARGE, and CAPTURE correspondingly.

CVV (Card Verification Vald&).enable fraud protection using CVV, enable and configure
CVV support in your Protx account. More on CVV credit card verification.

PSiGate (XML API) Configuration

Preparation

PSiGate does not allow auth transactions by default. In order to enable auth
transactions, log into PSiGate control panel, go to Fraud Settings and set the @llowedd
menu for both PreAuth and PostAuth to & ESO

Configuration

e Select PSiGaten the Add New Gatewdox.
e Click the Addbutton.
¢ Fill out the form that appears:
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PSiGate (XML API)

Title |F'5iGate (XML AP
Server ||:|sin;|ate.n:n:|rn

Port [7589

Path L'Messenger;'KMLMesseng
Store ID |

Passphrase |

[~ Test Mode

> > > >

> >

Submit Query I Reset |

Title give a name to this PSiGate connection
Serverthe name of the PSiGate server
Port the port of the PSiGate server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

StorelDyour unique ID received from PSiGate

PassphrasePSiGate provides the Passphrase within the PSiGate Welcome
Email

Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

e Click Submit Query

Test Note: Do not use real credit card numbers within the testing environment. When
you are ready to go live, send an email to support@psigate.com to receive your
production URL.

Send your test transactions to:
https://dev.psigate.com:7989/Messenger/XMLMessenger. To process a transaction

through the test account, pass the following:

StorelD: teststore

Passphrase: psigate1234

To review your test transactions, log into https://dev.psigate.com with the following
account information:

CID : 1000001

User: teststore

pass: testpass
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SecurePay Configuration

Preparation

No preparation is needed before configuration.

Configuration

e Select SecurePayn the Add New Gatewdnox.
e Click the Addbutton.
e Fill out the form that appears:

> > > >

A

SecurePay

Title |EE|:ureF'ag,.r

Server |www.5ecurepay.cum
Port 143

Path |{5ecurelfindex.35p

Merchant ID |

Submit Query | Reset |

Title give a name to this SecurePay connection
Serverthe name of the SecurePay server
Port the port of the SecurePay server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

Mechant Idyour SecurePay account ID. This is NOT the merchant number
supplied by your bank

e Click Submit Query
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SkipJack Configuration

Preparation

SkipJack certificate is trusted by Equifax. In Java 1.3.x and older the standard java
cartcerts file doesnd include Equifax public certificates and therefore Parallels H-
Sphere returns &€onnect error, untrusted server cert chainbwhen trying to connect to
the merchant gateway. Therefore Equifax certificates should be imported into cacerts
file.

So, if you have Java 1.3 and older, you have the following solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by psoft
(http://download.hsphere.parallels.com/cacerts):

lusr/java/<java home>/jre/lib/security/cacerts

B. If you need to keep your cacerts file, you can fix this problem using the keytool
feature available in the standard Java installation:

e Download equifax.crt.cer file:
wget http://www.psoft.net/shiv/files/merchants/equifax.crt.cer
e Place equifax.crt.cer in the /usr/javal/jdk1.3.1/jre/lib/security/
directory

e As root, allow read/write access to the
/usr/javaljdkl1.3.1/jrel/lib/security/cacerts file
chmod 666 /usr/j ava/jdk1.3.1/jre/lib/security/cacerts

e Log in as the cpanel user:
su -|cpanel

e Go to the /usr/javal/jdkl.3.1/jre/lib/security/ directory:
cd /usr/javal/jdk1.3.1/jre/lib/security/

e Run the following command:

keytool -import - alias equifax - file equifax.crt.cer - keystore cacerts
e When prompted, enter the password (the default password is:
changeit)

e When asked to trust the certificate, enter: yes

e As root, change permissions back on the
/usr/javaljdkl1.3.1/jre/lib/security/cacerts file:
chmod 444 /usr/javaljdk1.3.1/] re/lib/security/cacerts

C. Upgrade Java to 1.4 by following our documentation in Sysadmin Guide.

Note: If your certificate is already imported into cacerts, but Java still generates
&onnect error, untrusted server cert chaing please check the connection to your
payment server from your control panel server by running the following command from
the control panel server console to check connection:

telnet [server.name] [port]
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Configuration

e Select SkipJackin the Add New Gatewdox.
e Click the Addbutton.
e Fill out the form that appears:

SkipJack

Title ISkipJack

Sarver |skipjackic.c::nm

Port 243

Account ID |

Developer Account ID |100634949653

Submit Query | Reset |

Title give a name to this SkipJack connection

Server the name of the SkipJack server

Port the port of the SkipJack server

Account IDthe HTML Serial Number you are given by SkipJack

> > > B> >

Developer Account:lhe ID you are given when you sign up for a trial SkipJack
account

e Click Submit Query
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SecurePay.com.au Configuration

Preparation

In order to configure SecurePay.com.au merchant gateway, download and install
SecurePayComAu .hsp package
(http://download.hsphere.parallels.com/downloads/index.html#merchant_gateways) (for
Java 1.4 and up).

This package can be installed on Parallels H-Sphere as suggested in our instruction on
Installing Parallels H-Sphere packages in Customization Guide.

Configuration

e Select SecurePay.com.an the Add New Gatewdox.
e Click the Addbutton.
e Fill out the form that appears:

SecurePay.com.au

Title |Securepay.com.au
Senser |https:fﬁwww.securepay.
Part M43

Path Htestipayment

terchant 1D Ha4444

Fassword |

Currency | U.S. Dollar |

Submit Gluery | Reset |

Title give a name to this SecurePay.com.au connection
Server the name of the SecurePay.com.au server

Port the port of the SecurePay.com.au server

> > > >

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

>

Merchant Idyour SecurePay.com.au account ID. This is NOT the merchant
number supplied by your bank

A Passwordthe password which comes with login/username
A Currencythe currency in which your end users will be charged
e Click Submit Query
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SecureTrading Configuration

Preparation
Download xpay.zip from SecureTrading and place its content into
/hsphere/local/home/cpanel/XPay directory on your control panel server:

e Log into your control panel server and go to XPay directory:

su -
cd /hsphere/local/lhome/cpanel/XPay

e Unpack xpay.zip:
unzip xpay.zip
e Copy XPay.jar file into /hsphere/local/home/cpanel/java_rt

directory:
cp XPay.jar /hsphere/local/home/cpanel/java_rt

e Create the keystore file for XPay client:
keytoo | -import - file securetradingxpay.cer - alias xpay - keystore xpay
e Edit the examplepolicy file and set the correct path to your

keystore file, e.g:
keystore file: /hsphere/local/home/cpanel/XPay/xpay

e Go to the startup directory and edit the xpay.sh file. Modify the
variables: XPAYPOLICY, CLASSPATH and JAVAPATH. See
configuration options:

1. Set the location of the policy file
XPAYPOLICY=/hsphere/local/lhome/cpanel/XPay/examplepolicy
2. Set the location of the XPay jar file:
CLASSPATH=/hsphere/local/home/cpanel/java_ rt/XPay.jar
3. Set path to java executable:
JAVAPATH=/usr/java/jdk1.3.1/bin

e Run the xpay.sh script to start XPay client.

For more information about XPay client configuration see Readme.txt in the
xpay.zip bundle.

Configuration

e Select SecureTradingn the AddNew Gatewalyox.
e Click the Addbutton.
¢ Fill out the form that appears:
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SecureTrading

Title ISecureTrading
Currency | 5. Dallar |
Site Reference |te5t

Motification Email for YOID and CAFTURE

transactions heﬂ@example.cum

Submit Query I Reset I

A Title give a name to this SecureTrading connection

Currencythe currency in which your end users will be charged

v T

A Site Refeence enter valid site reference sent to you by SecureTrading upon
registration

A Notification Email for VOID and CAPTURE TransaSéouseTrading doesnd
support VOID and CAPTURE transactions. Instead, Parallels H-Sphere sends a
notification to this address that the transaction needs to be canceled or
completed manually through SecureTrading web interface.

e Click Submit Query

¢ In the Edit Gatewahpox choose Secure Trading from the drop-down
box.
e Click the Editbutton.

The page that appears shows the Pathand name for certificate fiou
need to place the certificate which you received from Secure
Trading under that name on the Control Panel server.

SecureTrading

Title |5ecureTrading

Path to the certificate file psoft_config/securetrading/8_cert.pem
currency | IU.5. Dollar fd |

Site Reference Itest

Motification Email for VOID and

estidexample.com
CAPTURE transactions. It = B

Submit Query I Reset

e Click Submit Query
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ThePayDesk Configuration

Preparation

ThePayDesk certificate is trusted by Comodo Trusted Network. In Java 1.3.x and older
the standard java cartcerts file doesna include Comodo Trusted Network root
certificates and therefore Parallels H-Sphere returns &Connect error, untrusted server
cert chaindwhen trying to connect to the merchant gateway. Therefore Comodo Trusted
Network certificates should be imported into cacerts file.

So, if you have Java 1.3 and older, you have the following solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by psoft:

lusr/javal/<java home>/jre/lib/security/cacerts

B. If you need to keep your cacerts file, you can fix this problem using the keytool
feature available in the standard Java installation:

e Download GTECyberTrustRoot.cer file:
wget http://www.psoft.net/shiv/files/merchants/GTECyberTrustRoot.cer
e Place GTECyberTrustRoot.cer in the
/usr/javaljdkl1.3.1/jre/lib/security/ directory

e As root, allow read/write access to the
/usr/javaljdkl1.3.1/jrel/lib/security/cacerts file
chmod 666 /usr/java/jdk1.3.1/jre/lib/security/cacerts

e Log in as the cpanel user:
su -|cpanel

e Go to the /usr/javal/jdkl.3.1/jre/lib/security/ directory:
cd /usr/javal/jdk1.3.1/jre/lib/security/

e Run the following command:

keytool -import - alias root - file GTECyberTrustRoot.cer - keystore
cacerts
e When prompted, enter the password (the default password is:
changeit)

e When asked to trust the certificate, enter: yes

e As root, change permissions back on the
/usr/javaljdkl.3.1/jre/lib/security/cacerts file:
chmod 444 Jusr/java/jdk1.3.1/jre/lib/security/cacerts

C. Upgrade Java to 1.4 by following our documentation in Sysadmin Guide.

Note: If your certificate is already imported into cacerts, but Java still generates
&onnect error, untrusted server cert chaing please check the connection to your
payment server from your control panel server by running the following command from
the control panel server console to check connection:

telnet [server.name] [port]
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Corfiguration

e Select ThePayDesk the Add New Gatewdnox.
e Click the Addbutton.
e Fill out the form that appears:

> > > >

> >

ThePayDeszk

Title [TheFayDesk
Server thepaydesk.com
Port M43

Path ¥eall php

Merchant ID 56123

M otific:ation Email for VOID transactions hest@example.cum

Submit Query | Heset'

Title give a name to this ThePayDesk connection
Serverthe name of the ThePayDesk server
Port the port of the ThePayDesk server

Path the path to the server side handler file. This can be a script or a binary file
that is launched with an http request.

Login your ThePayDesk login

Merchant Idyour ThePayDesk account ID. This is NOT the merchant number
supplied by your bank

Notification Email for VOID transactidiiePayDesk doesnd support VOID
transactions. Instead, Parallels H-Sphere sends a notification to this address
that the transaction needs to be canceled manually through ThePayDesk web
interface.

e Click Submit Query
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Tucows Configuration

Preparation

Tucows certificate is trusted by GeoTrust. In Java 1.3.x and older the standard java
cartcerts file doesnd include GeoTrust root certificates and therefore Parallels H-Sphere
returns &onnect error, untrusted server cert chainbwhen trying to connect to the
merchant gateway. That®& why GeoTrust certificates should be imported into cacerts
file.

So, if you have Java 1.3 and older, you have the following solutions:

A. If you have got the default java cacerts file and you have never changed it, you can
simply replace it with the cacerts file offered by psoft:
lusr/java/<java home>/jre/lib/security/cacerts

B. If you need to keep your cacerts file, use the keytool feature available in the
standard Java installation in the Tucows manual (SSL notes).

C. Upgrade Java to 1.4 by following our documentation in Sysadmin Guide.

Note: If your certificate is already imported into cacerts, but Java still generates
&onnect error, untrusted server cert chaing please check the connection to your
payment server from your control panel server by running the following command
from the control panel server console to check connection:

telnet [server.name] [port]

Configuration

e Select Tucowsin the Add NewGatewaybox.
e Click the Addbutton.
e Fill out the form that appears:
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Tucows
Title [Tucows
User name factrin
Passward fese

Motification Email for WOID tranzactions Iadmin@example.mm

Currency I 1.5, Dollar ;l

Mote: for US-iszued cards only, leave fields empty to dizable A4S check.
[ % Exact katch, 9 digit zip
™ % Exact Fatch, & digit zip
I & Address Match only

™ -digit zip match anly
=z B-digit zip match only

™ M: Mo address or zip match
I U: Address unavailable

™ B lssuer gpstem unavailable
7 E Mot a mailiphone arder
I 5: Service not supparted
I G: Non-.5. lssuer

AS

[+ Test Made
Subimit Query I Fieset I




Merchant Gateways 113

Title give a name to this Tucows connection
Usernameenter the name given to you by Tucows provider

Tucows Passwordhe password which comes with Tucows username

> > > >

Tucows Notification Email for VOID transactitusows cannot cancel previously
authorized transactions. Therefore Parallels H-Sphere sends a notification to
this address notifying that the transaction needs to be canceled manually
through Tucows web interface.

A Currencythe currency in which your end users will be charged

A AVS AVS stands for Address Verification Service. It can be used as an
additional layer of protection for merchants who wish to verify that the purchaser
knows the billing address of the cardholder (in case these are two different
people). This is not a very serious form of risk mitigation or fraud prevention, and
yet it does give some assurance that a hacker isn@ simply generating a list of
valid credit card numbers and purchasing product at will. AVS simply matches
the numeric portion of the cardholder& street billing address and the 5 or 9-digit
zip code of the cardholder® billing address. The AVS request parameters are
STREET and ZIP. The processing network verifies the AVS information,
comparing a portion of the billing address from the request message with
address data on file at the VIC or the issuer® center. Based on the comparison,
a response will be returned which confirms whether the information matches or
not. Banks do not decline transactions based on the AVS check. The AVS
response is returned as two single tab-delimited characters: YY, NN, YN, NY (Y-
dnatches§ N for @oes not matchd. This information is just an advice. However,
the Parallels H-Sphere system will either allow or decline the transaction
depending on the selected AVS status. AVS is available only for US
cardholders.

Important: To provide non US cardholders CC processing, disable AVS check-
up in the merchant gateway configuration.

A Test Mode boxvith Test Mode checked, all transactions appear to be processed
as real transactions. The gateway accepts the transactions, but does not pass
them on to the financial institutions. Accordingly, all transactions will be
approved by the gateway when Test Mode is turned on.

e Click Submit Query

CVV (Card Verification Vall&).enable fraud protection using CVV, enable and configure
CVV support in your Tucows account. More on CVV credit card verification.
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Webbased Payments

This chapter describes how to make payments through Web payments Systems in
Parallels H-Sphere.

In this chapter:

Web Payment SyStems ManNagEr ........coiieeeeiiieiiiiiiie et e e 115
2CheckOut CoNFIQUIALION .........uuieiiiiiiiiiiiiii e 117
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GeStPay CONfIQUIALION ........uuiiiiiiiiiiiiiiieiie bbb nnenenees 121
PayNOVa CONFIQUIATION. ... ..uutuiiiiiitiitiiiiiiiiieiieeeiieeeeb bbb eeeeeseeennnenne 122
PayPal ConfigUIatioN..........cciiiiiiiiiiie e e e e e e e e e e e eeneees 123
Sentry Configuration...........oouiiiiiii e 125
Webmoney ConfIguIation ............oouuiiiiiiiiiiiiiiii e 127

WorldPay Configuration...........ccoiiiiiiiiiii e 128
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Web Payment Systems Manager

Unlike Merchant Gateways, Web Payment Systems require that users make payments
through their payment web page.

Work Principles

Once you have registered an account with such a gateway, you enter the account
details in Parallels H-Sphere. When clients select a web payment system during
signup, Parallels H-Sphere passes account ID, amount payable, and possibly other
details to the gateway. The user is then taken to the gateway® web payment page to
enter the credit card number and complete the transaction. When Parallels H-Sphere
receives a payment notification, it creates the account.

Since Parallels H-Sphere doesnd store credit card numbers of customers using web
payment systems, further payments are also made outside Parallels H-Sphere.

Configuration Procedure

U To configure a web payment system with Paraiiggdhete:
e Register an online account with this web payment system.

e In Parallels H-Sphere admin control panel, select Merchant Gateways
in the Settings-> Payment Settingmenu:

Settings

Lock And Feel

Maotifications

Payment Settings Merchant Gateway
Blacklist CC Encryption
Suspension Rules CC Brands

e Select the payment system from the drop-down menu and click

Edit
Web Payment Processor Configuration
Inactive ¢ PayPal v| Edit |
Active
Oth

er GestPay
Moderated CC Paysystems
sighup PayMova

sccept checks W |
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e Enter your account settings (for instructions, follow links in the blue
box on the right).

e Once you enter correct settings, the web payment system will
appear in the list as active:

Web Payment Processor Configuration

Inactive  |WordPay  ~| Edit |

Active PayPal Deactivate

Deactivating a payment system disables it for new signups and existing accounts.
Although the gateway settings will be preserved, users won be able to make payments
from Parallels H-Sphere. You can also deactivate payment systems from their
configuration pages.

Setting Web Payment Instant Notification URL

Some Web payment systems, like PayPal, WorldPay and GestPay require setting the
so-called instant notification URL used by your Web payment system to report Parallels
H-Sphere about received customer payments.

Parallels H-Sphere instant notification URL has uniform format for all supported Web
payment systems:

The URL structure is:
CP_PROTOCOL://CP_HOST:CP_PORT/psoft/servlet/psoft. hsphere. Payment
ServletName.payment

A Here:

CP_PROTOCOL: http or https

CP_HOST: domain name you host, e.g.: cp.example.com

CP_PORT: port of your CP, e.g.: 8080 (it may have a different look if customized),

PaymentServletName is set in the ~cpanel/shiva/psoft/hsphere/merchants.xml XML
config file as the servlet attribute of the processor tag for a respective Web payment
system.

> > > >

For example, for PayPal instant notification URL will look like:
http://cp.example.com:8080/psoft/serviet/psoft.hsphere.PayPal.paymen t
For WorldPay instant notification URL will look like:
http://cp.example.com:8080/psoft/serviet/psoft.nsphere.WorldPay.payment

For GestPay instant notification URL will look like:
http://cp.example.com:8080/psoft/servlet/psoft.hsphere.GestPay.payment
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2CheckOut Configuration

Before proceeding, make sure to read about Web Payment Systems Manager.

U Once you have registered a 2CheckOut account, enable 2CheckOut payments in the
control panel:

e Select Merchant Gateways the Settings-> Payment Settingsienu.

¢ On the Merchant Configuratigpange, choose 2CheckOutrom the drop-
down menu.

e Click the Editbutton to activate it.
e Enter the required parameters in the 2CheckOutorm:

A 2CheckOut Serverswiere payment notification requests come from. Payment
requests from other IPs will be rejected which helps to avoid fraud.
Note: You can enter IP mask instead of IP, for instance 127.0.0.* or 127.0.*.*

2CheckOut Merchant kur ID provided to you by 2CheckOut.
Check the box if you want to Use Authorize.Net WebLink parameter names
With Test Modenabled you can test your online 2CheckOut transactions.

> > > >

If V2 System Suppde checked, the system will apply a new http routine used
with the V2 2Checkout system.

Note: 2CheckOut is transferring all customers to V2 System. Therefore we
recommend enabling this option.

A Activate check it if you want to enable 2CheckOut for new signups and existing
accounts.

e Click Submit 2CheckOut now must show as active.



